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Abstract—Like the conventional two-user interference channel,
the cognitive interference channel consists of two transmitters
whose signals interfere at two receivers. It is assumed that there is
a common message (message 1) known to both transmitters, and
an additional independent message (message 2) known only to the
cognitive transmitter (transmitter 2). The cognitive receiver (receiver 2) needs to decode messages 1 and 2, while the noncognitive
receiver (receiver 1) should decode only message 1. Furthermore,
message 2 is assumed to be a confidential message which needs to
be kept as secret as possible from receiver 1, which is viewed as
an eavesdropper with regard to message 2. The level of secrecy is
measured by the equivocation rate. In this paper, a single-letter
expression for the capacity-equivocation region of the discrete
memoryless cognitive interference channel is obtained. The capacity-equivocation region for the Gaussian cognitive interference
channel is also obtained explicitly. Moreover, particularizing the
capacity-equivocation region to the case without a secrecy constraint, the capacity region for the two-user cognitive interference
channel is obtained, by providing a converse theorem.
Index Terms—Capacity-equivocation region, cognitive communication, confidential messages, interference channel, rate
splitting, secrecy capacity region.

I. INTRODUCTION
NTERFERENCE channels arise in many wired and wireless communication systems, in which signals intended for
one receiver cause interference at other receivers. Although the
capacity region and the best coding schemes for the interference
channel remain unknown, much progress has been made toward
understanding this channel (see, e.g., [1]–[7] and the references
therein).
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Fig. 1. Cognitive interference channel with a confidential message.

Interference not only affects communication rates, but also
raises security issues: information can be extracted by nodes
that are not the intended destinations. In certain situations it is
desirable to minimize the leakage of information to those unintended receivers (eavesdroppers). It is also important to evaluate the secrecy level of confidential information (defined in [8]
as the equivocation rate for the single-user wiretap channel) for
the interference channel, and to study the achievable communication rates under a given level of secrecy constraint.
In this paper, we study the two-user cognitive interference
channel with a confidential message (Fig. 1). Transmitter 1
knows only message 1, and transmitter 2 (the cognitive transmitter) knows both messages 1 and 2. Message 1 is intended
for both receivers while message 2 is intended only for receiver
2. Transmitter 2 wishes to protect message 2 (the confidential
message) from being decoded by receiver 1 (an eavesdropper).
This channel can model the scenario in which the primary user
(transmitter 1) has multicast messages for the receivers.
The problem studied in this paper can further model a cognitive radio (see [9]–[12]), introduced in certain wireless networks in order to exploit unused spectral resources. In the model
we study, the cognitive radio is modeled by transmitter 2 which
helps transmitter 1 (the primary transmitter) transmit its message. Moreover, the cognitive transmitter also transmits its own
message, which should be kept confidential with respect to receiver 1. One scenario in which cognition by transmitter 2 takes
place is when the message of transmitter 1 may withstand some
delay, in which case an artificial transmission delay is introduced but is made available immediately to transmitter 2. Another scenario is when there is a high-capacity link between the
transmitters, e.g., when they are collocated.
In this paper, we establish the capacity-equivocation region
for discrete and Gaussian memoryless cognitive interference
channels with a confidential message, which characterizes the
tradeoff between the achievable communication rates and the
achievable secrecy at the eavesdropper. For the case without the
secrecy constraint, the capacity-equivocation region reduces to
the capacity region of the cognitive interference channel. This
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establishes a new capacity theorem for a class of interference
channels, by providing a converse theorem.
We note that the cognitive interference channel (without secrecy constraints) was studied in [13, Theorem 5], where an
achievable rate region (inner bound on the capacity region) is
given. An achievable error exponent for this channel was studied
in [14]. In this paper, we provide an outer bound on the capacity
region that matches the inner bound given in [13, Theorem 5]
and hence establishes the capacity region for this channel. We
also note that the channel we study is different from the channel
model studied in [11], [12], [15], [16] in that receiver 2 is required to decode both messages 1 and 2. Furthermore, we also
address secrecy, which was not considered in [11]–[16]. We finally note that the model we study is different from the model in
[17], which does not assume a cognitive transmitter that knows
the other transmitter’s message and does not assume a receiver
that decodes both messages either.
The rest of the paper is organized as follows. In Section II,
we introduce the model for the cognitive interference channel
with a confidential message. In Section III, we present the capacity-equivocation region, and in Section IV, we apply our results to the Gaussian case. In Section V, we study the cognitive
interference channel without secrecy constraints.

(1)

II. CHANNEL MODEL
Definition 1: A discrete memoryless cognitive interference
and
,
channel consists of finite channel input alphabets
finite channel output alphabets and , and a transition prob(see Fig. 1), where
and
ability distribution
are channel inputs from transmitters 1 and 2, respecand
are channel outputs at receivers 1
tively, and
and 2, respectively.
Transmitters 1 and 2 jointly send a message denoted by
to
receivers 1 and 2, and transmitter 2 sends a message denoted by
to receiver 2 and wants to prevent receiver 1 from decoding
reliably. Hence, the message
is referred to as the confidential message with respect to receiver 1.
to indicate the vector
,
In the sequel, we use
to indicate the vector
.
and use
Definition 2: A
code for the cognitive interference channel consists of the following:
for
;
• two message sets:
• two messages:
and
are independent random variand
, respecables equiprobably distributed over
tively;
,
• two encoders: a deterministic encoder :
which maps message
to a codeword
;
, which
and a stochastic encoder1 :
to a codeword
maps message pair
;
1We note that the stochastic encoder f defines a transition probability distribution f (x jw ; w ). In fact, f can be equivalently represented by a deterministic mapping W 2 W 2 T ! X , which maps (w ; w ; t) 2
W 2 W 2 T to a codeword x
2 X , where t is a realization of a randomizing variable T that is independent of (W ; W ). The distribution of T
is part of the encoding strategy of transmitter 2. We assume this distribution is
known at both receivers, but the realization of T is not known at either receiver.

• two decoders: :
, which maps a received
sequence
to a message
; and :
, which maps a received sequence
to a message pair
.
For a given code, we define the probability of error and the
secrecy level of the confidential message
. The average block
probability of error is defined as

The secrecy level of message
the normalized equivocation

at receiver 1 is measured by

(2)
where throughout this paper we use the convention that logarithms are taken to the base (and entropy is measured in bits).
is said to be achievA rate-equivocation triple
able if there exists a sequence of
codes with

and

Definition 3: The capacity-equivocation region
is the
closure of the union of all achievable rate-equivocation triples
.
Definition 4: The secrecy capacity region,

, is defined by
(3)

that is, the region that includes all achievable rate-pairs
such that perfect secrecy is achieved for the message

.

III. MAIN RESULTS
We first provide an achievable rate-equivocation region for
the cognitive interference channel in the following lemma.
Lemma 1: The following region is achievable for the cognitive interference channel with a confidential message:

(4)
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Proof: We outline the achievable scheme in the following.
The details of the proof and the computation of the equivocation
is split into two
rate are relegated to Appendix A. Message
components,
and
, with rates indicated by
and
, respectively, in (4). Receiver 1 decodes both
and
,
,
and
. Since
is decoded
and receiver 2 decodes
does not contribute to the
and fully known at receiver 1,
secrecy level of
at receiver 1 (the eavesdropper). Hence,
may be hidden from the eavesdropper.
only
Our main result is the following.
Theorem 1: For the cognitive interference channel with a
confidential message, the capacity-equivocation region is given
by

and
can be derived by following the steps
cardinality of
in [18, Appendix].
The proof of the converse part of Theorem 1 is relegated to
Appendix B.
Remark 1: It is easy to see that
. The preceding proof
, and
follows because is the
indicates that
capacity-equivocation region established by the converse proof
given in Appendix B.
Remark 2: The capacity-equivocation region of the cognitive interference channel with a confidential message given in
(5) reduces to the capacity-equivocation region of the broadcast
channel with confidential messages given in [18, Theorem 1]
when setting
.
For the case of perfect secrecy, we obtain the following secrecy capacity region based on Theorem 1.
Corollary 1: The secrecy capacity region of the cognitive
interference channel with a confidential message is given by

(5)

(7)
where the auxiliary random variables
cardinality by

and

are bounded in
where the auxiliary random variables
cardinality by

and

are bounded in

and
and
respectively.
Proof: To establish the achievability part of Theorem 1,
we first note that if we define a random variable that satisfies
the Markov chain condition
, and change
to be in given in Lemma 1, the resulting region is also
achievable. This follows by prefixing one discrete memoryless
to
channel with the input and the transition probability
transmitter 2 (similarly to [18, Lemma 4]). For this new achievable region, we apply Fourier–Motzkin elimination (see, e.g.,
and
from the bounds
[19, pp. 155–156]) to eliminate
and then obtain the following region:

respectively.
Next, we present the capacity-equivocation region for two
classes of degraded cognitive interference channels, which will
be useful when we study the Gaussian case.
Corollary 2: If the cognitive interference channel satisfies the
following degradedness condition
(8)
then the capacity-equivocation region is given by

(9)
(6)
Proof: The achievability follows from the region given
. The proof of the converse part
in (5) by setting
is relegated to Appendix C.
Now the achievability of the region in (5) follows from the
in (6) by adding one bound on
and removing the
region
bound on
that becomes redundant. The bounds on

We note that no secrecy can be achieved, i.e.,
, if the
channel satisfies the degradedness condition (8). This is because
receiver 2’s input is a degraded version of receiver 1’s input
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, and hence receiver 1 can obtain any information that receiver
2 obtains.
Corollary 3: If the cognitive interference channel satisfies the
following degradedness condition
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condition (8). It follows from Corollary 2 that no secrecy can be
, i.e.,
. We further have the
achieved whenever
following theorem on the capacity-equivocation region based on
Corollary 2.

(10)

Theorem 2: For the Gaussian cognitive interference channel
with a confidential message, if
, then the capacity-equivocation region is given by

(11)

(14)

where the auxiliary random variables
is bounded in cardinality by
.
Proof: The achievability follows from (5) by setting
and observing that
and
that the sum-rate bound in (5) is equal to the sum of the two
bounds on the individual rates in (11). The proof of the converse
part is relegated to Appendix D.

where the logarithmic function is to the base .
Proof: The achievability follows from (9) given in
Corollary 2 by computing the mutual information terms
that are zero-mean jointly Gaussian with
with
,
, and
.
The converse follows by applying the bounds in the converse proof for Corollary 2 (see Appendix C) to the Gaussian
case. The power constraints (13) translate to upper bounds on
and
, i.e.,
and
the second moments of
. The proof also applies the degradedness condition (8). The details of the proof are provided in Appendix E.

then the capacity-equivocation region is given by

We note that the equivocation rate given in (11) can be posis a degraded
itive. This is because now receiver 1’s input
is given. Hence, receiver 2
version of receiver 2’s input if
may be able to receive some information that receiver 1 cannot
obtain.
Corollary 2 (and similarly, Corollary 3) continues to hold
also for a stochastically degraded channel, i.e., a channel
whose conditional marginal distributions
and
are the same as those of a channel satisfying
the degradedness condition (8) (and correspondingly (10) for
Corollary 3).
We note that while achieving the capacity-equivocation region for the general cognitive interference channel with a confidential message requires application of a rate splitting scheme
(described in the proof for Lemma 1 in Appendix A), it is unnecessary for the degraded channels that satisfy either (8) or (10).
IV. GAUSSIAN COGNITIVE INTERFERENCE CHANNELS WITH
CONFIDENTIAL MESSAGES
In this section, we consider the Gaussian cognitive interference channel. The channel outputs at receivers 1 and 2 at time
instant are given, respectively, by

In Fig. 2, the capacity region of the Gaussian cognitive interference channel is shown for
,
, and
. In fact, in this case, the capacity region is the same
as one can see in (14). This is because for the
for all
and
, if
, receiver 1
chosen parameters
always decodes
if receiver 2 decodes this message. Hence,
receiver 2 is the bottleneck receiver.
, the channel satisfies the deFor the case when
gradedness condition (10). It follows from Corollary 3 that the
equivocation rate in this case can be positive. We give the capacity-equivocation region for this case in the following.
Theorem 3: For the Gaussian cognitive interference channel
, the capacity-equivocawith a confidential message, if
tion region is given by

(12)
where
and
are independent memoryless
unit-variance Gaussian processes, and and are real constants.
We assume that the transmitters are subject to the following
power constraints:
and

(15)

(13)

We consider the cases with
and
, separately. For
, the channel satisfies the degradedness
the case when

We note that in (15), if
while if
to consider
.
to consider

and
and

, then it is sufficient
, then it is sufficient
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to
interference cancellation, it causes the equivocation rate
to receiver 1. When
,
decrease due to more leakage of
receiver 1 decodes everything that receiver 2 decodes, and hence
, which is consistent with Theorem 2.
Remark 3: Theorems 14 and 15 are valid for both positive
and negative values of and .
V. IMPLICATIONS FOR COGNITIVE INTERFERENCE CHANNELS

Fig. 2. The capacity region of the Gaussian cognitive interference channel for
P
P
,b
, and a > .

=

=1 =3

1

In Sections III and IV, we studied the cognitive interference
channel with a confidential message. If we drop the secrecy conneed not be confidential from restraint, i.e., the message
ceiver 1, the capacity-equivocation region given in Theorem 1
reduces to the capacity region of the corresponding cognitive
interference channel without secrecy constraints.
Theorem 4: The capacity region of the cognitive interference
channel is given by

(17)

Fig. 3. The capacity region and the secrecy-capacity region of the Gaussian
cognitive interference channel for P
P
and b
.

=

=1

=1

Proof: The achievability follows from (11) given in Coroland computing the mutual information
lary 3 by setting
having the following joint distribution:
terms with

(16)
where
and
, and
,
and
are independent.
The converse follows by applying the bounds in the converse
proof for Corollary 3 (see Appendix D) to the Gaussian case
and applying the entropy power inequality. The proof also applies the degradedness condition (10) that this case satisfies. The
details of the proof are provided in Appendix F.
In Fig. 3, the capacity region and the secrecy capacity region
of the Gaussian cognitive interference channel are shown for
,
, and
and . It can be seen
that as increases, receiver 1 decodes more information about
via rate splitting. While this helps receiver 1 improve
by

where the auxiliary random variable is bounded in cardinality
.
by
Proof: From Theorem 1, we deduce that the capacity region of the cognitive interference channel is given by (17) with
. This is done by setan additional bound
and because the remaining bounds do not deting
due to the Markov chain relationcrease if one sets
. We further show that the bound
ship
is, in fact, redundant. This can be seen from
the achievability proof in Appendix A that for the case without
is not necessecrecy constraints, the bound
sary.
We note that region (17) was given as an achievable rate region (i.e., an inner bound on the capacity region) in [13, Theorem 5]. The converse proof in Appendix B that we have given
to show the more general result of Theorem 1 provides a converse to establish that the region (17) is, in fact, the capacity
region. We also note that another achievable region for the cognitive interference channel (without secrecy constraints) was reported in [14], which is included within the larger achievable
region in [13, Theorem 5].
Remark 4: In our definition of the interference channel in
Section II, we require encoder 1 be a deterministic encoder. In
fact, for the case without secrecy, the capacity region given in
(17) holds for the case when encoder 1 is stochastic. This can be
seen from the converse proof for Theorem 1 that does not rely
on the fact that encoder 1 is deterministic if there is no secrecy
constraint.
The cognitive interference channel includes a few classical
channels as special cases.
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Remark 5: The cognitive interference channel reduces to the
broadcast channel with degraded message sets studied in [20] if
. Under this condition, it is easy to see that the cawe set
pacity region of the cognitive interference channel given in Theorem 4 reduces to the capacity region of the broadcast channel
with degraded message sets given in [21, p. 360, Theorem 4.1]
which was shown to be equivalent to the capacity region given
in [20].
Remark 6: The capacity region of the cognitive interference
channel reduces to the capacity region of the multiple-access
channel with degraded message sets given in [22] (see also [23])
. In this case, the region given in (17) becomes
if we set

(18)

It is easy to see that (18) is maximized by setting
, and
is not necessary. The resulting region
hence the bound on
is the capacity region of the multiple-access channel with degraded message sets given in [22] (see also [23]).
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APPENDIX A
PROOF OF LEMMA 1
We present the proof in three steps. In step 1, we prove existence of a certain codebook based on a random coding technique. In step 2, we define our encoding scheme. In step 3, we
compute the equivocation rate.
Step 1: Existence of a Certain Codebook: For a real
denote
, where
denotes
number , let
the largest integer that is less than or equal to . We denote the
,
,
messages by
, respectively, where we split the
and
message
into two components
and
with rates
and
, respectively.
indicated by
We consider the following joint distribution:

We use
to denote the strong typical set based
on the distribution
(see [21, Sec. 1.2]). For a given
,
denotes the set of selength- sequence
such that
.
quences
, i.e.,
Consider a given nonnegative rate-triple
,
,
, that satisfies the following inequalities:

, Theorems 2 and 3 respecCorollary 4: By setting
and
tively, reduce to the capacity regions in the cases
for the Gaussian cognitive interference channel without
secrecy constraints, where the cognitive receiver is required to
reliably decode both messages.
It is interesting to compare the cognitive setup studied in this
section to the model in which each decoder is interested only
in its own message, as in [11], [12], [15], [16]. The additional
, enables the
constraint that decoder 2 decodes also message
determination of the capacity region for a general discrete memoryless channel (DMC) and for all the regimes for the Gaussian
case.

(19)
We define

(20)
and we note that
represents the maximum achievable rate for
.
We now consider the following codebook:

VI. CONCLUSION
In this paper, we have presented a single-letter characterization of the capacity-equivocation region of the cognitive interference channel with a confidential message. The capacityachieving random scheme is based on superposition coding,
rate-splitting, and stochastic encoding. We have further specialized the expression for the capacity-equivocation region to several cases: a) perfect secrecy, that is, the secrecy-capacity region; b) no secrecy constraints, i.e., a new capacity theorem
for the cognitive interference channel; c) a degraded channel in
which given the first channel input, the observation available to
the receiver that decodes both messages is a degraded version of
the observation available to the eavesdropping receiver; and d) a
degraded channel in which given the first channel input, the observation available to the eavesdropping receiver is a degraded
version of the observation available to the other receiver. We
have also explicitly characterized the capacity-equivocation region of the Gaussian cognitive interference channel with a confidential message, which falls under cases c) or d).

(21)

where all codewords are strongly typical, i.e.,

(22)
for all , , , , and

(23)
Note that for the achievability scheme, we are interested in only
such that
the joint distributions

This can be seen in Lemma 1 by requiring

.

610

IEEE TRANSACTIONS ON INFORMATION THEORY, VOL. 55, NO. 2, FEBRUARY 2009

Fig. 4. Codebook for encoder 2.

We define the following error probabilities when the codeand
are transmitted by transmitters 1 and 2,
words
respectively:
Error probability for receiver 1
in determining and receiver 2
in determining
Error probability for receiver 1
in determining given

over a random codebook enWe show that the average of
semble is small for sufficiently large codeword length . Then,
there must exist at least one codebook such that is small for
sufficiently large .
, we construct random codeFor a given distribution
books by the following generating steps.
codewords
,
, each uni1. Generate
formly drawn from the set
.
, generate
codewords
,
2. For each
, each uniformly drawn from the set
.
and
, generate
codewords
,
3. For each
;
, each uniformly drawn from
.
the set
Suppose the codewords
and
are transmitted by
transmitters 1 and 2, respectively, and define the following decoding strategies at receivers 1 and 2.
is
if all
1. Receiver 1 declares that the index of
have the common index
. If no such is found an error is declared.
, declares that the
2. Receiver 1, if given the indices
index of
is if it is the unique index such that
. If no such

We note that receiver 1 decodes , although it is not required to,
(see step 3 in the
because this requirement helps in bounding
sequel).
be the probability that codewords
and
Let
are transmitted by transmitters 1 and 2, respectively. We further
define the following average error probabilities:
(24)

is

found an error is declared.
3. Receiver 2 declares that the indices of
and
are
if it is the unique set of these indices such
. If no such
that
are found an error is declared.
by following the standard techniques
We can compute
indicates an average over the
as in [24, Ch. 15], where
random codebook ensemble. We can show that
(28)

(25)
The following lemma guarantees existence of a certain codebook, which will be used for encoding in step 2.

for sufficiently large codeword length , by using the sizes of
indices , , , and given in (19) and(23).
Hence there exists one codebook such that for sufficiently
large codebook size

Lemma 2: For any
, there exists a codebook as
described in (21), such that, for sufficiently large
and

(26)

(29)
This leads to the conclusion that for sufficiently large codebook
size
and

In Fig. 4, we plot an example codebook for transmitter 2
that is described in the preceding lemma. We can interpret each
row of the codebook as a subcodebook. Receiver 2 can decode
no matter which codeword in the codebook was transmitted
by transmitter 2 with small average error probability, because
. However, receiver 1 is only guaranteed to decode the
codeword sent by transmitter 2 with small average probability
of error if it knows to which row the transmitted codeword be.
longs. This is because
We prove the lemma using a random coding technique. We
define the following sum of error probabilities:
(27)

(30)

Step 2: Encoding: In the following, we consider the case
and compute the equivocation rate
in which
,
for this case in step 3. For the case in which
the encoding scheme and computation of the equivocation rate
are similar and are briefly described at the end of the proof. We
define the following sets:
(31)
where

and

are defined in (23). We let
(32)

where

and

.
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We define the mapping
to be partitioning into
subsets with nearly equal size, where “nearly equal size” means

For the first term in (36), we note that for each
,
has
possible values. According to the
defined in (34), we have
encoding mapping function

(33)

(39)

The two encoders are defined as
Encoder 1
Encoder 2

By using (37) given in Lemma 3, we obtain

mapping
mapping

and

(40)

mapping

and
with chosen
randomly, uniformly from the set
(34)

Step 3: Equivocation Computation: Based on the codebook given in Lemma 2 in step 1 and the encoding functions
defined in (34) in step 2, we have the following joint probability
distribution:

For the second term in (36), we have (41)–(43) shown at
the top of the following page, where
as
,
in (41) denotes the number of indices
for which
, and (42) follows from the definition that
.
To compute the third term in (36), we define
in (44) also at the top of the following page. Then

(35)
where
,
, and
are uniform distributions, and
is the indicator function that is if its argument is true, and is
otherwise. The encoding functions and
are deterministic
is a random mapping
one-to-one mapping, and
function (probability distribution) as defined in (34).
at receiver 1 in
We now compute the equivocation rate of
the following:

(45)
Therefore, by Fano’s inequality, we obtain

(46)
where is small for sufficiently large .
To compute the fourth term in (36), we define
if
otherwise
(36)
where (36) follows because conditioning does not increase
is independent of
given
entropy and
.
We now compute each of the four terms in (36). To compute
the first term, we use the following lemma given in [18].

(47)

is an arbitrary sequence that is contained in
.
where
We then obtain (48) on the following page. The first term in
(48) can be bounded as

Lemma 3: ([18]) Consider a discrete random variable
taking values in
and the probability mass function
satisfying
for

and

(37)

Then2

(49)
(38)

2As

before, the entropy is measured in bits.

To bound the second term in (48), we use Fano’s inequality
and obtain (50) also on the following page, where is small for
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(41)

(42)

(43)
if there is a unique such that
otherwise.

(44)

(48)

(50)

sufficiently large . Hence, the fourth term in (36) is bounded
as
(51)
Substituting (40), (43), (46), and (51) into (36), we obtain

(52)

is small for sufficiently large . By the definition of
where
, we conclude
(53)
Therefore, the region in (4) follows by using (19), (20), and
(53).
In steps 2 and 3, we assume that
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For the case in which
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We define the following auxiliary random variables:
and

we change the encoder
lowing:

in (34) to be the fol-

which satisfy the following Markov chain conditions:

that maps
where is chosen

(62)
(54)

randomly, uniformly from the set

(61)

for
.
We first bound

In this case, note that the number of messages is less than the
number of rows in the codebook. The encoding strategy is to
map each message to a different row. It is expected that in this
,
case receiver 1 is not able to decode any information about
and hence perfect secrecy is achieved. In fact, the first term of
the equivocation rate in (36) becomes
(63)

(55)
,
has
posbecause for each
sible equally likely values. All other terms in (36) remain the
same as before. We hence have

where
bound on

. Similarly, we can obtain the following
:
(64)

We then bound
(56)
Thus, for sufficiently large
(65)
(57)
which concludes the proof.
APPENDIX B
PROOF OF THE CONVERSE PART OF THEOREM 1
Consider a
probability

code with an average block error
. The probability distribution on
is given by

(66)
and
are independent.
where (65) follows since
We can next bound the sum-rate in two different forms

(58)
By Fano’s inequality, we have
(59)
(60)
and
if
.
where
The following lemma is useful in the proof.
Lemma

4:

[18,

Lemma

7]

For

any

(67)
and get (68)–(70) at the top of the following page, where (69)
.
follows from Lemma 4 applied to
as shown in
We now bound the equivocation rate
(71)–(73), also at the top of the following page, where (71)
, (72) follows
follows from Lemma 4 applied to
from the chain rule and Lemma 4 applied to
,
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(68)

(69)
(70)

(71)
(72)
(73)

and (73) follows from (61) and from the fact that
is a
.
deterministic function of
Using (64) and (73), we finally bound the following sum-rate:

Equations (63)–(74) conclude the proof of the converse part
of Theorem 1 as they establish the existence of random variables
such that
and
are Markov chains and the inequalities in
(6) are satisfied.
APPENDIX C
PROOF OF COROLLARY 2
We apply the bounds in (5) and obtain

(74)
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(80)

(81)
(82)
(83)

We now bound
(75)
where (75) follows from the degradedness condition (8).
To bound , we apply the last bound in (5) and obtain
(76)
where the last inequality follows from the degradedness condition (8), which concludes the proof.

APPENDIX D
PROOF OF COROLLARY 3

(79)

We follow the initial steps in Appendix B except that we now
.
define

as shown in (80)–(83) at the top of the
We finally bound
page, where (80) follows because
due to the degradedness condition
(10), (81) follows because conditioning reduces entropy and
, and (82)
because
follows because of the degradedness condition (10).
APPENDIX E
PROOF OF THE CONVERSE PART OF THEOREM 2
Similarly to the steps in Appendix C, we apply the degradedness condition in (8) to the bounds (66), (67), and (70) in Appendix B, and obtain the following bounds:

(77)

(84)
(85)

Similarly
(78)

(86)
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In the following, we further derive the bounds (84)–(86) for
the Gaussian channel. For simplicity of exposition, we ignore
. We start with (85), and obtain
the term

(95)
(87)

where

. This implies
(96)

(88)

We now further derive (84) and obtain

(89)
where (87) follows from the fact that a Gaussian distribution
maximizes the entropy for given second moments and (88) follows from the concavity of the
function and Jensen’s inequality.
We note that

(90)
(97)
where (97) follows from (96).
(91)
where (90) and (91) follow from the Cauchy–Schwarz inequality.
such that
Hence, there exits

APPENDIX F
PROOF OF THE CONVERSE FOR THEOREM 3
We further derive the bounds (77), (78), (79), and (83) for the
Gaussian channel. We start with (78) and obtain

(92)
Applying (92) to (89), we obtain
(93)
Similarly to the above, we obtain
(94)
To bound

(98)

, we first derive the following useful property:
where (98) follows by applying the same steps as in (89) in
Appendix E. For the term
, we have

(99)
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Now

(109)
(110)

(100)
Equations (99) and (100) imply that there exists a
that

where (109) follows from the steps similarly to those in (89) in
Appendix E, and (110) follows from (105).
We note that the capacity-equivocation region does not
change if we consider the following output at receiver 1:

such
(101)

(111)
where
is a zero-mean Gaussian random variable with the
variance
, and is independent of
and . We now use
the entropy power inequality, and obtain

We can also obtain that

(102)
where
and (102) follows from
(97). Equations (101) and (102) imply that

Hence

(103)
From (95) in Appendix E, we obtain
Thus
(104)
Hence, if we choose a correct sign for
such that

, there exists
(112)

(105)

(113)
Now applying (105) and (100) to (98), we obtain
(106)

where (112) follows because
of . Therefore

is a convex function

We next derive (79) to bound

(107)

(114)
(115)

where (107) follows from (101).
We further derive (77) and obtain another bound on

where (114) also follows because
is a convex function of , and (115) follows from (101).
Substituting (115) and (110) into (108), we obtain
(108)

(116)
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We finally apply (83) to bound

(117)
where (117) follows from (101) and (115).
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