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Secure Communication over Fading Channels

Yingbin Liang, Member, IEEE, H. Vincent PoorFellow, IEEE, and Shlomo Shamai (Shitzyellow, IEEE

Abstract—The fading broadcast channel with confidential is the secrecy capacity, which is the largest communication
messages (BCC) is investigated, where a source node has commopate achievable from the source node to the destination node
information for two receivers (receivers 1 and 2), and has cordi with the wire-tapper obtaining no information. The secrecy

dential information intended only for receiver 1. The confidential it . in 111 for the di t | et
information needs to be kept as secret as possible from receiver 2 capacity was given in [1] for the discrete memoryless wée-

The broadcast channel from the source node to receivers 1 arei channel and in [2] for the Gaussian wire-tap channel. Fading
is corrupted by multiplicative fading gain coefficients in addition ~wire-tap channels were studied recently in, e.g., [3]-8fd
to additive Gaussian noise terms. The channel state information multi-antenna wire-tap channels were studied in, e.g=[J4].
(CSl) is assumed to be known at both the transmitter and the A more general model of the wire-tap channel was studied

receivers. The parallel BCC with independent subchannels is first . . .
studied, which serves as an information-theoretic model for the by Csisar and Korner in [12], where the source node also

fading BCC. The secrecy capacity region of the parallel BCC has a common message for both receivers in addition to the
is established, which gives the secrecy capacity region of theconfidential message for only one receiver. This channel is
parallel BCC with degraded subchannels. The secrecy capacity regarded as the broadcast channel with confidential message
region is then established for the parallel Gaussian BCC, and (BCC). The capacity-equivocation region and the secrecy

the optimal source power allocations that achieve the boundary - . . .
of the secrecy capacity region are derived. In particular, the capacity region of the BCC were characterized in [12]. The

secrecy capacity region is established for the basic GaussianBCC was further studied recently in [13] and [14], in which
BCC. The secrecy capacity results are then applied to study the source node transmits two confidential messages to two
the fading BCC. The ergodic performance is first studied. The receivers, respectively.

ergodic secrecy capacity region and the optimal power allocations In this paper, we investigate the fading BCC, which is

that achieve the boundary of this region are derived. The outage L .
performance is then studied, where a long term power constraint based on the BCC studied in [12] with the channels from the

is assumed. The power allocation is derived that minimizes the Source node to receivers 1 and 2 corrupted by multiplicative
outage probability where either the target rate of the common fading gain coefficients in addition to additive Gaussiais@o
message or the target rate of the confidential message is notterms. The fading BCC model captures the basic time-varying
achieved. The power allocation is also derived that minimizes .ynerty of wireless channels, and hence understandiisg thi
the outage probability where the target rate of the confidential . . . o .
message is not achieved subject to the constraint that the targe channel pIay; an important role _|n solving security issues i
rate of the common message must be achieved for all channelWireless applications. For the fading BCC, we assume theat th
states. fading gain coefficients are stationary and ergodic oveetim
Index Terms— Confidential message, ergodic capacity, fading We further assume that the channel state information (GSI) i
broadcast channel, Gaussian broadcast channel, outage probi&b known at both the transmitter and the receivers. The CSleat th
ity, parallel broadcast channel, power allocation, secrecy capagit source node can be realized by a reliable feedback from the
two receivers, who are legitimate members of the broadcast
network and thus are supposed to receive information from
I. INTRODUCTION the source node. We note that the cases in which the CSI is

Wireless communication has an inherent broadcast natuigt known at the transmitter were considered in [7].
for which security issues are captured by a basic wire-tapch The fading BCC we study in this paper relates to or
nel introduced by Wyner in [1]. In this model, a source nodgeneralizes a few channels that have been previously studie
wishes to transmit confidential information to a destimation the literature. Compared to the fading broadcast channel
node and wishes to keep a wire-tapper as ignorant of tffat was studied in [15]-[19], the fading BCC requires an
information as possib'e_ The performance measure Of islterédditional Secrecy constraint that the confidential infation
for one receiver must be perfectly secret from the other
The material in this paper was presented in part at the 44tluédiniilerton  raceiver. Compared to the fading wire-tap channel studied

Conference on Communication, Control, and Computing, Molhicél, . . .
Sept. 2006, in part at the Information Theory and Applicatidiorkshop, In [5] (the conference version of this paper), [6] and [7]

San Diego, CA, Jan. 2007, and in part at the IEEE InternatiSgenposium  (the full CSI case), the fading BCC we study in this paper
on Information Theory, Nice, France, June 2007. assumes that the source node has a common message for both
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general model of the parallel BCC with independent sub- (X3, X,,...,X), and useXﬁ I3 to indicate a group of
channels, where the source node communicates with reseivegctors (X", X7, ..., X}), where X;* indicates the vector
1 and 2 overL parallel links. This model serves as a generdlX;,, X, ..., X;,). Throughout the paper, the logarithmic

information-theoretic model that includes the fading BCC dunction is to the base.
a special case. We establish the secrecy capacity regidreof t The paper is organized as follows. We first study the parallel
parallel BCC. In particular, we provide a converse proof tBCC with independent subchannels, and its special caseof th
show that having independent inputs for each subchannelpirallel BCC with degraded subchannels. We next study the
optimal to achieve the secrecy capacity region. This faelsdoparallel Gaussian BCC. We then study the ergodic and outage
not follow directly from the single letter characterizatiof performances of the fading BCC and demonstrate our results
the secrecy capacity region of the BCC given in [12]. Theith numerical examples. We conclude the paper with a few
secrecy capacity region of the parallel BCC further gives themarks.
secrecy capacity region of the parallel BCC with degraded We note that the wire-tap channel has also been studied in
subchannels. the work [22]-[34] and references therein. The topic of com-
We further study the parallel Gaussian BCC, which is amon randomness and secret key capacity in communication
example parallel BCC with degraded subchannels. We shewstems has been studied in [35]-[37]. Such communication
that the secrecy capacity region of the parallel Gaussiapstem may be viewed as a wire-tap channel with side infor-
BCC is a union over the rate regions achieved by all sourogation (which might be common randomness, i.e., a key at
power allocations (among the parallel subchannels). M@o a certain rate). Other related work on this topic can be found
we derive the optimal power allocations that achieve ttie [38]-[46] and references therein. We also remark that the
boundary of the secrecy capacity region and hence completeécrecy rate/capacity has also been studied for the raultipl
characterize this region. The secrecy capacity region ef thccess channel in, e.g., [47]-[50], the relay channel i, e.
parallel Gaussian BCC also establishes the secrecy capafitl]-[55], and the interference channel in [13] and [56].
region for the basic Gaussian BCC. This result complements
the secrecy capacity region of the discrete memoryless BCC Il. PARALLEL BCCs
given by Csisar and Korner in [12]. A. Channd Mode
_ We then apply our results to investigate the fading BCC. WeWe consider the parallel BCC wittt, independent sub-
first study the ergodl_c performance, where no delay Comya‘channels (see Fig. 1), where there are one source node and
on message transmission are assumed and the secrecyya receivers. Each subchannel is assumed to be a general

region is averaged over all channel states. Now the fading B 54 qcast channel from the source node to the two receivers.
can be viewed as the parallel Gaussian BCC with each fadlﬂg in the BCC. the source node wants to transmit common

state corresponding to one subchannel. Thus, the secre@ymation to both receivers and confidential informatton
capacity region of the parallel Gaussian BCC applies t0 thgeqajer 1. Moreover, the source node wishes to keep the

fading BCC. In particular, since the source node knows th@fiqential information as secret as possible from receive
CSl, it can dynamically change its transmission power with t ,,

channel state realization to achieve the best performafiee. .More formally, the parallel BCC consists df finite input
obtain the optimal power allocations that achieve the bamnd alphabetsX;; ;;, and 2L finite output alphabets); ;; and

of the secrecy capacity region for the fading BCC. _2;,.1)- The transition probability distribution is given by
We further study the outage performance of the fading ™

BCC, where messages must be transmitted over a certain L

time (one block) to satisfy the delay constraint. We adopts Pz 2ol z) = le(yhzﬂxl) @)
the block fading model, where the fading coefficients remain =1

constant over one block and change to another realizationfherez; € X, yi € Vi, andz € 2, fori=1,..., L.

the next block. The block length is assumed to be large enougHf the parallel BCC has only one subchannel, i.= 1,

to guarantee decoding in one block. We assume the pois channel becomes the BCC studied in [12]. Moreover, each

constraint at the source node applies over a large numbersgpchannel is assumed to be a general broadcast channel as

blocks (i.e., it is a long term power constraint as in [21]5 AN [12] and is not necessarily degraded as assumed in [1].

in the analysis of the ergodic performance, we assume that thA (2", 2"/, n) code consists of the following:

CSl is known both at the transmitter and at the receivers, and® TWO message set®Vy = {1,2,..., 2o} and W, =

hence the source node can allocate its transmission power to{ 1,2, --,2""} with the message$/, and Wy uni-

achieve the best outage performance. We first obtain thempowe formly distributed over the sets), and W, respec-

allocation that minimizes the outage probability wherdait  tively; _

the target rate of the common message or the target rate gt One (stochastic) encoder at the source node that maps

the confidential message is not achieved. We then obtain the®ach message pdiio, w1) € (Wo, W1 ) to a codeword

power allocation that minimizes the outage probability vehe xlT},L]; )

the target rate of the confidential message is not achieve® WO decoders: one at receiver 1 that(lmaps a re-

subject to the constraint that the target rate of the common ceived sequencey; ;, to a message paifiy, i) €

message must be achieved for all channel states. (Wo, Wh); the other at receiver 2 that maps a received
In this paper, we us&[; ;) to indicate a group of variables ~ sequences; ; to a messagai((f) € Wa.
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Y1 B. Secrecy Capacity Region of Parallel BCCs
Y. " Receiver 1 For the parallel BCC, we obtain the following secrecy
3 capacity region.
Y, Theoreml1: The secrecy capacity region of the parallel
il | BCC is given by
Source 52 Cs = U
| ;/’/21 X“
XL 7 Rece H [p(Ql)p(Ul|Qz)p($l|ul)p(yz,Zz|9€l)}
;2 eceiver 2 I
S (Ro, R1) : (6)

L L
Ry < win {110 ¥ 1Qu 20}
Fig. 1. The parallel BCC = =

L
Ry < IZ [I(Ul;Yz\Ql) -1 Ul;leQz)]
=1

) . . where@; can be chosen as a deterministic functiorUipffor
The secrecy level of the confidential messdge achieved @ T

at receiver 2 is measured by tleguivocation rate defined as = 1I5.rc.)6’f'L.See Appendix | -
follows: 1 n If the source node transmits only confidential information t
5H (Wl‘ [LL]) : @) receiver 1,i.e.Ry = 0, the parallel BCC becomes the parallel

The higher the equivocation rate, the less information th4f"e-tap channel. The secrecy capacity of this channemMsngi

receiver 2 obtains about the confidential messége in the following corollary. _ _
The average error probability is Corollary 1. The secrecy capacity of the parallel wire-tap

1 channel is .
Fe = Snpognm, C.=>» ¢ 7
onRo onRp =1
x Yy Pr {(117(()1),?111) % (wo,w;) Or @) # wo} - whereC! is the secrecy capacity of subchanhand is given
wo:l w1 =1 by
(3) OV = max [I(Ul; Y;) — I(Up; Zl)} (8)

A rate-equivocation triple(Ry, Ry, R.) is achievable if
there exists a sequence ¢2"fo 2% n) codes with the
average error probability’. — 0 asn goes to infinity and
with the equivocation raté. satisfying

The maximum in the preceding equation is over the distri-
butionsp(uy, x;)p(yi, zi|z:), which satisfies the Markov chain
conditionU;, — X; — (Y1, Z)).
Proof: Corollary 1 follows from Theorem 1 by setting
R, < lim LH (Wl’ZﬁvLO. (4) Ro = 0 and noticing that!(Uy; Yi|Q:) — I1(Us; Zi|Qu) is
n—een maximized by a constan®;. [ |

In this paper, we focus on the case in which perfect secrecyRemark1: Theorem 1 implies an important property that
is achieved, i.e., receiver 2 does not obtain any informati¢aving independent inputs for each subchannel is optimal.
about the messag®#/;. This happens ifR. = Ri. In this This fact does not follow directly from the single letter uits
case, we define the secrecy Capacity region in the fO”OWin@.n the secrecy Capacity of the BCC given in [12], a|though

Definition 1: The secrecy capacity region C; is defined to the parallel BCC can be viewed as a special case of the
be the set that includes &lRo, 11) such that(Ry, R, R. = BCC. Hence a converse proof is needed, which is provided
R;) is achievable, i.e., in Appendix I.

. — {(RO,R1) : (Ro, Ry, Ro = Ry) is achievabl%. ) .We' notg that the secrecy capacny reg(dH of subchannel
L . . [ is given in [12, Corollary 1], i.e. ,

We note that the definition of secrecy capacity region was
given in [1] and [12] as the performance measure in the case c§l> =

of perfect secrecy. In this paper, we study this classictibno p(q)p(wilq)p(zi|w)p(y, zi|z1)

in the context of fading broadcast channels. (Ro, R1) : 9)
We also note that the notion of secrecy studied in this paper Ry ’< min {I(Qi; Y1), 1(Q1; Z))}

is the same as that in cryptography. However, in this paper, R, < I(UZ;YI|Q;) Y }(Uz;élez)

we focus on secrecy achieved by exploiting the underlying

physical channel, which is different from cryptographictme YWe now define the sum of the secrecy capacity regions of the
ods based on shared keys. Coding schemes for accomplistfiHgchannels to be

secrecy by physical layer approaches (which involve sttaha (Ro, Ry) :

encoding) can be found in [1] and [12]. Here, we apply Cyum =< Ro=>,Rw, Ri=)> Ru,

the information theoretic approaches to study wirelesg;éad with (Rjo, Ry1) € (j‘g” fori=1,...,L.
broadcast channels. (10)
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Remark?2: The secrecy capacity regiafy in Theorem 1 that the output at receiver 2 is a degraded version of theubutp
may be larger than the sui,,,, of the secrecy capacity at receiver 1, or degraded such that the output at receiver 1
regions of the subchannels. Hence the secrecy capacignregs a degraded version of the output at receiver 2. Note that
of the parallel BCC is achieved by coding over all parallalthough each subchannel is degraded, the entire chaniyel ma
subchannels. not be degraded because the subchannels may not be degraded

This observation was also made in [57] for the broadcast the same fashion.
channel with common messages. This fact follows because th&Ve define A to be the index set that includes all indices

common rate has the following property of subchannels, where the output at receiver 2 is a degraded
5 version of the output at receiver 1, i.e.,
Ro = min {ZI(Q“Y’) ’ ZI(Q“ Z’)} iy, z1l0) = pu(yilz)pi(z1lw) for le A (14)
=1 =1
L L (11) Hence the Markov chain conditioNl; — Y; — Z; is satisfied
> Zmin {I(Qu; Y1), I(Q1; Z))} = ZRZO- for [ € A. We defineA¢ to be the complement of the s,
=1 =1 and A€ includes all indices of subchannels, where the output

This can also be seen from the following simple examplé‘.t receiver 1 is a degraded version of the output at receiver 2

For simplicity, we consider the case in which the sourde:
node has only the common message for both receivers. Wey, (y;. 2 |z;) = py(zi]x)pi(yi)21) for 1€ A°.  (15)

further assumd. = 2, and each subchannel is a deterministic . N ] o
broadcast channel fdr = 1,2 (see Fig. 2). For subchannelHence the Markov chain conditiok; — Z; — Y] is satisfied

1, the link capacities to receivers 1 and 2 afg = 3 and for [ € A¢. The channel transition probability distribution is

Ch» = 4, respectively. For subchannel 2, the link capacities &ven by
receivers 1 and 2 ar€y; = 7 andCy; = 5, respectively. The  p(yyy 1), 211, 1|21, 1))

capacity of this parallel channel is given b
PR o1 par owen > =TT [rtteomCalo)] TT [malemtl)]. @9
C = min{C1; + Ca1,C12 + Ca2} (12) leA lcAe

=min{3 + 7,445} =9. For the parallel BCC with degraded subchannels, we apply
sligeorem 1 and obtain the following secrecy capacity region.
Corollary 3: The secrecy capacity region of the parallel

2 . .
Zmin{cu, Cio} = min{3, 4} + min{7,5} =8 (13) BCC with degraded subchannels is

=1 Cs = U

However, the sum of the capacities of the two subchannel

which is clearly smaller than the capacity given in (12). [T p(a)p(ui|lq)p(ei|w)p(ylz)p(zi|yr))
Similar to Theorem 14.6.1 in [58], we obtain the following led
lemma for the BCC studied in [12], which also applies to the ~lel:[p[p(qz)p(uzlql)p(mz\w)p(mlm)p(wla)]

parallel BCC we study in this paper. R R -
Lemmal: The secrecy capacity region of the BCC studied (Ro, Ry) :

. 17
in [12] depends only on the marginal transition probability | o < mln{ > 1 QuY)+ > I(XyY), 17

distributionsp(y|x) of the channel from the source node to rea reas _
receiver 1 ancgb(z|x) of the channel from the source node to %;4 1(Qu; Z1) + ZEZAC I(Xy; Zl)}

receiver 2.
Proof: The proof follows from the reasoning in [58, ) )
p. 454, Prob. 10] and the fact that the equivocation rate = lg [](XZ’Yl‘Ql) _I(XZ’Z”QI)]
g (w, Zﬁ7L]) depends only on the marginal distribution Reémark3: It can be seen that the common messélge
of p(2|2). is sent over aI_I subchannels, and the confidential meslgage
One application of Lemma 1 is to obtain the foIIowinJor receiver 1 is sent only over the subchannels for which the
output at receiver 2 is a degraded version of the output at

generalization of the result in [2] for the Gaussian wirp-ta”~ . i
channel, which is a special case of the BCC receiver 1, i.e.] € A. Furthermore, over these subchannels,

Corollary 2: The secrecy capacity of the Gaussian Wiret-he messagel/, and Wy are sent by using the superposition

tap channel given in [2, Theorem 1] holds for the case, whe‘?QCOding scheme.

the noise variables at the destination node and the wigetap _Pr(z;)f:i '?e fac?eveﬂ;ﬂﬂy dfollovys frorE E?efri;“ fl by
have a general correlation structure. settingl, = X, for [ € A and settingQ, = U, = X, for

Lemma 1 will be useful in establishing the secrecy capaci{yE ‘. ) .
region of the parallel Gaussian BCC in Section Ill. To show the converse, we first note that fog A°,
I(QuY) <I(Xy;;Y) and I(Qr; Z;) < I(Xy; Z1), (18)

C. Parallel BCCs with Degraded Subchannels which follow from the Markov conditiorQ; — X; — (Y;Z;).
We consider the parallel BCC with degraded subchannéte apply the bounds in (18) to the bound &g given in (6)
(see Fig. 3), where each subchannel is either degraded sant obtain the bound oR, given in (17).
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Source

Subchannel 1

Fig. 2. A parallel BCC example

Source

Receiver 1 Receiver 1

Source

Receiver 2 Receiver 2
Subchannel 2
s
,
§Y Receiver 1
LIS
A
v el € A
X Y, >z,
iz, Ly e € A
Z X\, =7, =Y,
3 ZIK .
| Receiver 2
v
Z"z

L=

Fig. 3. The parallel BCC with degraded subchannels

For ! € A°, we also obtain

LU Y11Q) — 1(Ur; Z1| Qi)
< (U YiZi|@Qr) — I(Ui; 21| Q1)

= I(Uy; Z1|Qu) + 1(Ui; Yi|Qu Zy) — 1(Ui; Zi|@Qv)

=0

where the last equality follows becau$€lU;;Y;|Q;Z;) = 0

due to the degradedness condition (15).
For [ € A, we obtain the following bound

I(U; Y1|Qi) — I(Ui; 21| Q)

< I(Xi Y Q) — I( X ValUn) — 1(Xy; Zi| Qi)
+ 1(X; Y12,|U;)
= I(Xy;; Yi|Qi) — I(Xy; Vi|Ur) — 1(X05 Z1| Qi) (20)
(19) + I(Xi; Yi|Uy) + I(Xy; Zi|UYY)

(b)
< I(XpY|Q) — I(Xy; 21| Q)

where (a) follows becauseI(U;;Y;|Q;X;) = 0 and
I(Uy; Z;]QiX;) = 0 due to the Markov chain conditiof; —
U — X; — (Y1Z;), and(b) follows becausd (X;; Z;|U;Y;) =
0 due to the degradedness condition (14).

By applying the bounds (19) and (20) to the bound®n

= I(X;U;;Y11Q1) — I(Xy; Y1|QuUy) — I(X,Us; 23| Q) given in (6), we obtain the bound oR; given in (17). This

+ I(Xl; ZZ‘QZUZ)

= I(X;;Y|Q) + I(Uis Y1|QiXy) — I( Xy Y |Uy)

concludes the proof of the converse. [ |

IIl. PARALLEL GAUSSIANBCCs

— I(Xy; Zi|Qu) — I(Up; Z)| Qi Xy) + 1(Xy; Z1|Uy)

(a)
+ I(Xy; Z1|U;)

In this section, we study the parallel Gaussian BCCs,

= I(X;; 1|Qu) — I(Xy; Yi|Uy) — 1(X0; Zi| Q1) where the channel outputs at receivers 1 and 2 are corrupted

by additive Gaussian noise terms. The channel input-output
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relationship is given by setP includes all power allocation vectogsthat satisfy the

power constraint (22), i.e.,
Yii=Xu+Wiu, Zii=Xu+Vy, forl=1,...L

(21) — . <P 25

wherei is the time index. Fof = 1, . .., L, the noise processes Pi=q e Z[plo +pu]+ Z Pio = ' (25)
. . . o leA leAe

{W1;} and {V;;} are independent and identically distributed  Proof: See Appendix II. n

(i.i.d.) with the components being zero mean Gaussian rando Note thatp indicates the power allocation among all sub-
variables with varianceg? and v?, respectively. We assumechannels. Foii € A, since the source node transmits both
pi < viforl e Aanduf > v7 for I € A°. The channel input common and confidential messages, and p;; indicate the

sequenceX[; ;, is subject to the average power constraiffs powers allocated to transmit the common and confidential

ie., messages, respectively. Hoe A¢, the source transmits only
1K ) the common message, apg, indicates the power allocated
- Z ZE[XM] <P (22)  to transmit the common message.
i=1 I=1 If L =1, the parallel Gaussian BCC becomes the Gaussian

We now apply Lemma 1 to obtain the secrecy capaciffCC- The following secrecy capacity region of the Gaussian
region of the parallel Gaussian BCC. It can be seen from (28{°C follows directly from Theorem 2. _
that the subchannels of the parallel Gaussian BCC are noforollary 4 The secrecy capacity region of the Gaussian

physically degraded. We consider the following subchasineBCC is

Yiio=Xu+ Wi,  Zui=Xu+Wiu+Vy, forleA; - 0<LﬁJ<1
Yie= X1 + Vi + Wi, Zii = Xii + Vi,  forle A% Ro. Ry) :
(23) ( 0, l) .

Ry < min 110 (1 + w)
where {W/;} and {V};} are i.i.d. random processes with 0= 2 8 p2+ B3P )’
components being zero mean Gaussian random variables with (1-B)P
variancesu? — v (for | € A°) andv? — p? (for | € A), lo <1 + 2—P> }
respectively. Moreover{V};} is independent of{W;;} and Vit N
{W},} is independent of ;;}. It can be seen that the channel R, < F log (1 n ﬁ_P> B llog (1 n 5_P>}
defined in (23) has physically degraded subchannels. This - 2 2 2
channel has the same marginal distributipfigz) andp(z|z) (26)
as the parallel Gaussian BCC defined in (21). Hence Q%ere(x)* —zifz>0and(@)" =0if = <0.

Lemma 1, the two channels have the same secrecy capacity, characterize the secrecy capacity region of the parallel
region. _ . Gaussian BCC given in (24), we need to characterize every
For the channel defined in (23), we can apply Corollaiyoyndary point and the corresponding power allocationorect

3 to obtain the secrecy capacity region. In particular, thgat achieves this boundary point. It is clear that the sgcre
degradedness of the subchannels allows the use of the V’”tr@&’pacity region given in (24) is convex due to the converse
power inequality in the proof of the converse. The secregyqof in Appendix Il. Hence the boundary of the secrecy
capacity region obtained for this channel also applies & t@i\pacity region can be characterized as follows. For every
parallel Gaussian BCC defined in (21), and is presented in tﬁ‘&nt (R, R) on the boundary, there exiss > 0 andv; > 0
following theorem. such tha( R}, R}) is the solution to the following optimization
Theorem2: The secrecy capacity region of the parallghroplem
Gaussian BCC is max [%Ro + R (27)

Cg _ U (Ro,Rl)Ecg

Therefore, the power allocatigst that achieves the boundary

P ol
oe point (R, Ry) is the solution to the following optimization
ERRO;RQ : problem
o < min
1 1 max |YoLlo(p) + 71 R1(p
{Z - log (1 +—E ) +3 S log <1 + &3) : peP [r0Fo(e) 1 )] (28)
My T pu A Hy .
leA leA = max {’YO min {R(n (]_)), Ros (B)} + 1Ry (]_))}
1 Pio 1 Plo pEP
Z—log 1+ —5—— —|—Z—10g 1+= o
=12 viton/) 22 Vi where Ry (p) and R, (p) indicate the bounds o, and R;
1 Pu 1 i in (24). We further defineRo:(p) and Ro2(p) to be the two
= ; [§log (1 + _2> B §IOg (1 + 1/—12)} terms over which the minimization iR, (p) is taken, i.e.,

(24) TRo(p) = min{Ro:(p), Ro>(p)}. The optimization (28) serves
as a complete characterization of the boundary of the sgcrec
where p is the power allocation vector, which consists ofapacity region of the parallel Gaussian BCC. The solution t

(pio, pi1) for L € A andpy for I € A¢ as components, and the(28) provides the power allocations that achieve the boynda
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of the secrecy capacity region. Our goal now is to solve they, (Q(Q)).

optimization problem (28).

The optimization problem (28) is a max-min optimizationFor [ ¢ A,

2
if > _HL__ then

and can be solved by the approach used in [59]. The main Yo VP
idea is contained in Proposition 1 in [59], which is stated in () Yo " 9 9 +
0 = =+ =)
2A1In2 Yo

the following lemma.

Lemma2: The optimalp* that solves (28) falls into one of andp

the following three cases:

Case 1p* maximizesy,Ro1(p) + 71 R1(p),
and Ro1(p") < Ro2(p™);

Case 2:;p" maximizesyyRo2(p) + 1 R1(p),
and Ro1(p") > Ro2(p”);

Case 3p* maximizesy, (aRm(Q) - aRoz(£)> + 1R (p),

= ROQ(B*)7

)

where0 < a < 1 is such thatRy; (p*)

anda=1-aqa.
(29)

By applying Lemma 2, we obtain the optimal power allo-

cationp* that solves (28).
Theorem3: The optimal power allocation vectgr* that

following three forms.
Case 1p* = p) if the following p() satisfiesRy; (p) <
Roz (p1V).

71

Forle A, if — > then
Yo Vl - /h
) Yo o0 *
_ _ A 2 _ 2

P = <2)\ln2 ('VO )(Vl Ml)) >
and

1
pl(l) =

. 1 2’}/1 1
(mln{§\/(V12—M12> (VIZ—MIQ‘F )\ln2) B (ui + i),
+
g
7—;(’/12—#12)—’/12}) :

. e M l/l2
Alternatively, if — < — 5, then
Yo o VP T My
1 Y0 + 1
o = (guz —#f)  and pi =
+
For [ € A°, (1)_( SUN 2)
€4 P = 9 ~ M)
(30)
where )\ is chosen to satisfy the power constraint
> o +pal+ D po < P. (31)

leA leA¢c

Case 2p* = p'® if the following p(* satisfiesiy; (p) >

. 1 2’}/1 1
<mm{§\/<uf ) (=i 5 ) — 5 0+ 0),
+
At . 2
’Yo( ﬂl) }) .

2
if 71 < H
Yo v = 1

(2) 70 2\ " (1)
Pio 7(2/\11127’/[) »oand =0,

2 Yo +
For L€ A%, pjg) = <2Aln2 _”12) )

Alternatively,

(32)

where )\ is chosen to satisfy the power constraint defined in
(31).

solves (28) and hence achieves the boundary of the SecreCyase 3;p* =
capacity region of the parallel Gaussian BCC has one of tﬂﬂlowm (

= p(®) if there exists0 < o < 1 such that the
S tISerSR01 ( ) = Roo (B(a))

Forle A, if ﬂ>w
Yo Vl*Nl

(a)_ l\/(g_ 2 Yo )2 2&’}/0 2_
Pio (2 v giian) T e D)

7o m
* 41n 2\ (70 “

() _

then

and p;;

. 1 2 Lo 2
(mln{g\/(’/? — 17 (V? —ui + /\m) =5 (i +vr),

+
st _
%@? — i) = (avi + au?)}) :

aul + aul

Alternatively, if RERDS 5 , then
Yo Y *Nz
(@) _ 1\/(2_ o0 )2 2070
Pio (2 VP Say) T ame M M)
+

1( 2 Yo )

2 \M1 4 ~ 2In2X ’
and p =o.
For [ € A°,
(a)_ 1\/( 2,2 Yo 2 20‘70 .
Pro (2 T 21112/\) T X2 ) (33)

+
2 2 7o )
(“l+”l 2Tn 2 > ’
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Y Receiverl there are no delay constraints on the transmitted messaes,

h the performance criterion we study, i.e., the secrecy dppac
region, is averaged over all channel states and is refeaed t
as theergodic secrecy capacity region.

h ' It can be seen that for a given fading state, i.e., a realiza-

2 Z Receiver2 tion of h,, the fading BCC is a Gaussian BCC. Hence the
fading BCC can be viewed as a parallel Gaussian BCC with
each fading state corresponding to one subchannel. Thais, th
following secrecy capacity region of the fading BCC follows
from Theorem 2. In the following, for each channel state

where \ is chosen to satisfy the power constraint defined i, we usepo(h) and p;(h) to denote the source powers

Source X

Fig. 4. The fading BCC

(32). allocated to transmit the common and confidential messages,
Proof: See Appendix Ill. m respectively. We define(h) = (po(h),p1(h)). We further
Based on Theorem 3, we provide the following algorithrdefine the following sefP that includes all power allocations
to find the optimalp*. that satisfy the power constraint
Algorithm to find p* that solves (28) P = {p(@) = (po(h),p1(R)) :
(39)
Step 1.Find p® given in (30). Ea [po(B) + p1(b)] + Eaclpo(h)] < P}.
¢S ¢H) * _ (D) ini
If Ro1 (g ! > < Ro2 <g ! ) thenp® =p Y and finish. Note thatp; (h) = 0 for h € A°.
Otherwise, go to Step 2. Corollary 5: The secrecy capacity region of the fading
Step 2.Find p® given in (32). BCC is

If Roy (;_@) > Roo (@2)), thenp® =p® and finish. ~ , _ U
Otherwise, go to Step 3. ° p(h)EP
Step 3. For a given, find p(®) given in (33). B R :
Search oved < « < 1 to find « that satisfies (Ro, 1) -

a a h)|hq]?
Ro1 (o) = Roz (o). Ro < min { Epealog (1 + %)
Thenp* = p* and finish. 12+ p1(h)|ha|

po(h)[hy[?
E e | 14—
IV. FADING BCCs: ERGODIC SECRECY CAPACITY +Ehear o8 * 2 , ’
h)|h
REGION Epes log <1+ 2Po(_)| 2| 2) (36)
In this section, we study the fading BCC (see Fig. 4), where v? + pi(h)|he|
the channels from the source node to receivers 1 and 2 ar¢ VB log (1 n Po(ﬁ)|h2|2)

corrupted by multiplicative fading gain processes in addit ne 2

to additive white Gaussian processes. The channel ingptibu
relationship is given by Ry < Epea

2
log (1 n pl(ﬁ)lhﬂ >
1

Yi=hu;X;+W; and  Z; = hy X, + Vi, (34) p1(h)|hs)?
— log (1 + —72>

where i is the time index,X; is the channel input at the
time instant;, andY; and Z; are channel outputs at the time ) )

. , . . . Ll Lh2|” _
instanti at receivers 1 and 2, respectively. The channel gawhere A := {ﬁ e } the random vectoh =
coefficientshy; andho; are proper complex random variables(hq, ho) has the same distribution as the marginal distribution
We defineh,; := (h1;, ho;), and assumgh,} is a stationary of the procesgh;} at one time instant.

and ergodic vector random process. The noise procé$ggs Remark4: The secrecy capacity region given in Corollary
and {V;} are zero-mean i.i.d. proper complex Gaussian with is established for fading processigs } where only ergodic

W; andV; having varianceg? andv?, respectively. The input and stationary conditions are assumed. The fading process
sequence X;} is subject to the average power constraiht {h,} can be correlated across time, and is not necessarily
e, 3" E[X?] <P Gaussian.

We assume that the channel state information (i.e., theRemark5: The secrecy capacity region given in Corollary
realization of h;) is known at both the transmitter and thes also applies to the case in which the two component pro-
receivers instantaneously. The channel state informationcesses{h,;} and{hy;} are correlated. However, the secrecy
the source node can be realized by a reliable feedback freapacity region does depend on the correlation between the
the two receivers, who are legitimate participants in thvo processes. In fact, the averagg in (36) needs to be
network and are thus supposed to receive information fram ttaken over the joint distributions df;; and ho; to derive the
source node. Depending on the channel state informatien, torrect secrecy capacity region.
source node can dynamically change its transmission poweiThis fact can be seen from the following example. We
to achieve better performance. In this section, we assuate tassume that only the confidential message is transmitid, i.
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+

Ry = 0. We also assume that both; andhy; take the values  Forp, e A¢, p{"(h) = ( LR ) : (37)

0 and1 with equal probabilities of /2. We first consider case Aln2 - [haf?

1in whichhy; = he;. From (36) it is clear thaR, = 0, i.e., ho

secrecy capacity is possible, because the channels to the ere the parameteris chosen to satisfy the following power

receivers are the same for all channel realizations. Horvevgonstraint

for case 2 in whichhy; = 1 — hy;, from (36) the secrecy

capacity equalg log (1 + i—é’) where the power is allocated E4 [po(h) + p1(h)] +Eac[po(h)] < P. (38)

only to the channel states whekg; = 1 and hy; = 0. From

this example, one can see that the correlation betwigeand Case 2:p*(h) = p®(h) if the following p® (h) satisfies

ho; affects the secrecy capacity region, although the margingl, (p@ (h)) > Roa(p? (h)).

distributions ofh; and hy; are same for the two cases. We

further note that this fact is consistent with Lemma 1 beeaus 2|hy

hi1; and hy; are now considered as channel parameters (wiftor k € A, if n > — 'u2 2 5

each realization corresponding to one subchannel) due to CS Yo o vElha? — p|he| .

availability at the transmitter. The channel statisticsienly () ;) _ ( Yo <ﬂ ) (V_2 B u_2)>

from the additive Gaussian noise terms for each subchann@l Aln 2 Yo [ha|?2 |h1)? ’

with one realization ofiy; and ho;. )
Remark6: The secrecy capacity region in Corollary 5 iind pg )(ﬁ) = (

established for the case with general correlation betwhen t

noise variablesV; andV;. )1 v? 12 V2 12 4y

From the bound orR; in (36), it can be seen that as long™" | 2 <|h2|2 B h1|2> <|h2|2 IRAE + )\1n2>
as A is not a zero probability event, positive secrecy rate can n
be achieved. Since fading introduces more randomness to thel ( 1 I V_2> iy ( v? _ I ) _ 5
channel, it is more likely that the channel from the source 2 \ |h1]2 = |h2|? |ha|?  |h1]? | ?

node to receiver 1 is better than the channel from the source

then

2 } 2
node to receiver 2 for some channel states, and hence posifternatively, i f n < < o TQ |_L2|2|h ER then
secrecy capacity can be achieved by exploiting these channe 1’2 ! 4 H
states. @)y, ( 7o v ) and »P(n) =
- py (k) =0.

Since the source node is assumed to know the channel( )= Aln2 - |hyf? <

state information, it can allocate its power according te th 2 N\T
h A° (2) h Yo

instantaneous channel realization to achieve the besoperfor & € A%, py” (k) A2 |hol? ’
mance, i.e., the boundary of the secrecy capacity regioa. Th (39)

optimal power allocation that achieves the boundary of the

secrecy capacity region for the fading BCC can be derivgthere ) is chosen to satisfy the power constraint defined in
from Theorem 3 and is given in the following. (38).
(h:orollanr/]6 bThed optlrr:calh power allocationp* (h) thatf %Case 3p*(h) = p() (h) if there exists) < a < 1 such that
achieves the boundary of the secrecy capacity region o () () ()
fading BCC falls into one of the following three cases. e following p'’(h) satisfiesFoz (p**'(h)) = Roz (P (k).
Case 1p*(h) = p 1)(_) if the following p(Y) (h) satisfies v h 2 + a2 ol
1 2

Ror(p™(h)) < Roa(p™ (h F A if h
01(P (h)) < Roz(p™ (). orheA, i 0 DR = 2P , then

it 1L V2| |? )

Forh e A, then h)

2 2 _ 27
Yo v2|h| M\h2| , . - B 2+4a70 2 B u2
P00y = (% <£_1) (V__ " )> |hQ|2 \h1|2 2lnx) A2\l P
0

1 |hal? |ha]? +
gt 1 v p
+21n2/\ (%_C“Li) <|h2|2_h12) ’

A

and @)
_ v2 2 + 41 o

i \h2|2 \h1|2 Tl Tl T Am2 and p{(h) =
+ 1 2 2 2 2 4

_1 Il v\ v min \/(’/2/~‘2)<V2/~L2Jr ’71)

e |h2\2 "0 U2 [a]2)  Jhof? : lha|? [ lho|2 12 " Aln2

o PP 1 <ﬂ_2+y_2>
Alternatively, |f , then 2 2 )
Y - I/2|h1|2 _M2|h ‘2 2 ‘hl‘ ‘h2‘
2 2 2

+
: ) ryl(y M ) ( 3 7//& )

D Y0 7 Wy _ 7 - - + & )
(k) = (an W) and - py (k) =0. 7o \Th2P2 ~ ha? Thal? " “Thal?
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21hq 1?2 + aulhs|?
Alternatively, if 2L < &Y |h1|? + a2 byl
¥

o S TEME = 2 then in which there is a stringent delay constraint, and messages

must be transmitted within a certain time.
= We adopt the channel model described in (34). However, we

now make the block fading assumption, in which the fading

P8 (h)
1 v u? v \° oy [ 12 12 - :
3 (|h B — — > + ( — ) coefficientshy; and hy; remain constant over one block and
2
1

2
2 2 2 . . . . .
[P 2In A Aln2 \ |kl [ha change to another realization in the next block in an ergodic
12 2 o >>+ and stationary manner. Moreover, we assume that the block

~3 <h E + e o length is large enough such that coding over one block can
1 2 o achieve small probability of error. We assume that the delay

and  p{*(n) = 0. constraint is within the block length. Coding over multiple
For [ € A° blocks and hence over multiple channel state realizatiens i

’ not allowed. We also assume that both the transmitter and the
py  (h) = receivers know the channel state information.

L 2 2 o \° oy [ 12 2 We use (Ry, R1) to indicate a target rate pair, i.e., the
= - - - common and confidential messages need to be transmitted to
2 [hal?2  |h1)2  Aln2 Aln2 \ |hal?2  |he)?

the two receivers at the ratég and R;, respectively, in each

1/ 12 2 Y * block (each fading state realization). If the target rate [z
3 <h ERETSERS Aan) ) not achieved for one block, an outage is claimed. We define
! 2 (40) the outage probability to be
where ) is chosen to satisfy the power constraint defined in Pour = Pr{(Ro, R1) ¢ Cs(h, p(h))} (43)

(38). here C(h,p(h)) is the secrecy capacity region for the

b Itfhthe source ngde ld%es not f.r;javet. clommon mefssages _\c%lﬂgnnel with fading state realizatidn andp(h) indicates the
oth receivers, and only has confidential messages Iovmeey, ¢ nisgion power used by the source node for this fading

1,.the fading BCC becomes the fadmg ere'-tap chgnnel. thrate. The source node is able to adapt its transmissionrpowe
this channel, the secrecy capacity is readily obtained fr

Corollaries 5 and 6 % the instantaneous channel state realization, p) is a
Corollary 72 Th ' itv of the fadi ont function of A, because CSI is assumed to be known at the
oroflary 7. The secrecy capacily of the 1ading WIe-taR, 4 nsmitter. We assume that the power constraint applies ov

channel is a large number of blocks and hence over all fading state
Cs = 5 [HE%%P realizations (i.e., it is a long term power constraint asz]];
A= 2 2 (1) that is, we assume
Ey4 | log (1 4 2B |2 ! ) — log (1 + p—(—)yt. 2 ) 1 . Elp(h)] < P. (44)
W

Th imal I . h hi h We define the seP := {p(h) : E[p(h)] < P}.
e.topt|m4a1 power abocatlon that achieves the SECTeLY |t is clear from (43) that the outage probability depends on
capacity in (41) is given by the power allocation functiop(h). Our goal is to study the

1 12 + ol power allocatiorp*(h) that minimizes the outage probability,
— i =0;
()\an |h1|2> ’ halP =00 e,
“(h) = in Pyu. 45
p*(h) = arg Join Pout (45)
1 1/2 2 4 2 V2
. (5\/<|h i |}':L |2> (an - |: E + ih |2) To understand this problem, we note that for each channel
p*(h) = 2 SR ! 2 state the source node knows how much power it needs to use
1/ u? v? it hl2>0 he A to support the target rate pair. If the power needed is tagelar
D) RE T |ha|? , 0 |hef" >0, h €A the source node may decide not to transmit and claim outage
in order to save power for other channel states that need lowe
, power to support the target rate pair. Hence the source node
0, othervxéfg) first allocates power to those channel states that need lower
. . ~/ power to support the target rate, and then to those channel
v]ghereA is chosen to satisfy the power constraii[p(h)] = states that need higher power to support the target rate unti

all power is utilized. This suggests that the power all@rati
is a threshold decision.
V. FADING BCCs: OUTAGE PERFORMANCE To formally solve the optimization problem (45), we apply

In Section IV, we considered the ergodic secrecy capacitye approach in [21], where the minimum outage probability
region for the fading BCC. In this case, messages can be codéthe fading channel without a secrecy constraint was studi
over long block lengths and hence over all channel reatinati This approach was also applied in [18] to study the minimum
This applies to wireless systems in which transmissionydelautage probability of the fading broadcast channel witheut
can be tolerated. In this section, we consider wireleseryst secrecy constraint. In the following, we describe the power
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allocation that minimizes the outage probability of theifigd  For the given power constraii?, define
BCC, i.e., the solution to (45).

For a given block with the fading state realizatién= s" = sup{s : p(s) < P}
(h1,hs), the channel we consider is a Gaussian BCC. From and  w* — P —p(s*) (52)
Corollary 4, the secrecy capacity region is given as follows p(s*) —p(s*)
If he A, then We then obtain the following optimal power allocation
_ p*(h).
Cs(h,p(h)) = 0<LBJ<1 Proposition1: The power allocatiop*(h) that solves (45),
T and hence minimizes the outage probability for a given targe
(Ro, R1) : : ()l rate pair(Ro, 1), is given by
Ry <1 + —2> , :
0= ( 2+ Bp(B)[hal? prn(h), i he R(sY)
p*(h) = < p™"(h), with prob. w* if h € R(s*)\R(s*)
h)|h1|? h)|ha|? . _
Ry < log (1 + M) — log (1 + M) 0 if h¢ R(s*)
N ~ v (53)
Alternatively, if h € A°, then wherep™i(h) is given in (49).
(Ro, Ry) : Proof: Proposition 1 follows by using (49) and applying
_ p(h) | [? Lemma 3 and Proposition 4 in [21]. m
Cs(hp(h)) = | Ho < log (1 * e ’ It can be seen that the optimal power allocatjgiih) is a
R =0 threshold solution. The power is first allocated to the fgdin

(46) states that need smaller amounts of power to achieve thettarg
rate pair, and is then allocated to the fading states thad nee
II%\rger amounts of power to achieve the target rate pair. When
the total powerP is used up by these fading states, no further
power is allocated to other states.

In the above problem setting, an outage is claimed if either

We now use (46) to compute the minimum power that
needed to achieve the target rate gaip, R,). It is clear from
(46) that, only wherk € A can we possibly achieve a positive
R;1. The minimum power needed to achieile is

ofi _ B < log P Ry or Ry is not achieved. This results in an optimal solution
Bp(h) = Wv Ty < log e p*(h) that allocates power .only to thosg states for which
. H . both Ry and R, can be achieved by relatively small power
> otherwise consumption. However, some channel states may support one
. o ) (@) target rate with small power consumption, but need a large
The minimum power to suppoi, is then given by amount of power to support both rates. These states are un-
(21:30 _ 1) (\h1|2y2 B ) likely to be allocated power. For example, even if the chisine
[ha2p? from the source node to both receivers are good to transmit
(1-B)p(h) = ‘%’2 — 2k '%‘2 ’ (48) common messages, it may happen that no power is allocated

to this fading state if the channel from the source node to
receiver 1 is worse than the channel from the source node
to receiver 2 so thaf?; cannot be achieved. Sometimes this

is not reasonable, because the two messages are independent
and one message should be transmitted whenever the channel

- hyl202
|fR1<log“h;||—2:2

00 otherwise

Hence the minimum power needed to supfdth, R, ) is

9Ro (M _ 1) Lofu _ Iml?? is good to transmit it. It should not depend on whether the
[h2[Zp2 2?2 - ; :
4 RS \hz|2 , other message is transmitted or not. Nevertheless, théolu
P (h) = T T2 (49) to the problem (45) we have considered is useful if we comside
if R1 < log |h1\‘2 5 the following two more reasonable problems.
. otherwise It is clear that the solution to the problem (45) immediately
implies the optimal power allocation for the case where only
For s > 0, we define the confidential message is transmitted and only the target
R(5) {h min(h) < } rate R, is assumed. Now the minimum power to achigve
s) = : s i A
' a:p e (50) is given by
R(S) = {h : pmm(h) < S} 2R -1 if R <1 |hy|?0?
min TE ah ha2 1 < 10g 17972
wherep™ " (h) is given in (49). P () = § G -2 g e
The average powers that are needed to support the rate pair 00 otherwise
(Ro, Ry) for the channel states iR(s) andR(s) are (54)

i The power allocation that minimizes the outage probability
P(s) = Energs) [P ()] (1) follows from Proposition 1 by using (54) to replace (49) in
and  p(s) = Eper(s) [P ()] . (50)-(53).
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We next consider a scenario in which the source nog@arametersr; ando,. We assume the source powBr= 5
has both common and confidential messages to transmit. W& and fixc; = 1. In Fig. 5, we plot the boundaries of the
assume that the common message is required to be transmisectecy capacity regions correspondingsto= 0.4,0.7 and
at a constant raté, for all channel states, i.e., no outage ig, respectively. It can be seen that@gsdecreases, the secrecy
allowed for the common rate. This scenario applies to wélerate R, of the confidential message improves, but the riaje
systems in which a constant common rate must be satisfiefithe common message decreases. This fact follows because
Since R, must be achieved for all channel states, the totamallero, implies a worse channel from the source node to
power must be large enough to support this rate, i.e., receiver 2. Thus, confidential information can be forwartted
receiver 1 at a higher rate. However, the rate of the common
P = Py := Elpo(h)] (55) information is limited by the worse channel from the source
where py(h) is the power that is needed to support the rateode to receiver 2.
R, for the channel statgé and is given by For the Rayleigh fading BCC with; = 1 andoy = 0.4, we
ofto 1 plot the boundary of the secrecy capacity region in Fig. & Th
: : (56) three cases (see Corollary 6) to derive the boundary acigevi
min{'%‘z? “:Lf} power allocations are also indicated with the correspandin
" . boundary points. It can be seen that the boundary points with
In addition to the common message, the source node wislhigs,e . “are achieved by the power allocations derived from
to transmit confidential information to receiver 1 at a t@rg@age 1, and are indicated by the line with circles on the graph
rate B, and with as small an outage probability as possiblgye poundary points with largg, are achieved by the optimal
We note that a similar problem was studied in [18] for thgqyer allocations derived from Case 2, and are indicated by
broadcast channel with separate messages for two receigES|ine with squares. Between the boundary points achieved
and the rate to one receiver must be constant for all chang9l Case 1 and Case 2, the boundary points are achieved by

states. _ _ o the power allocations derived from Case 3, and are indicated
We need to find the power allocation that minimizes thsy the plain solid line.

outage probability that the target rafg is not achieved. The
optimization problem is summarized as follows:

po(h) =

The intuition as to how the three cases associate with the
boundary points is given as follows. To achieve large sgcrec
Minimize Pr{(Ro,Rl} ¢ C(h,p(h))} rate R;, most channel states in the sétwhere receiver 1
Subject to  E[p(h)] < P has a st_ronge_:r channel than receiver 2 are used to_transmit

e the confidential message. The common message is hence
transmitted mostly over the channel states in theAsgtover
(57)  which the common rate is limited by the channel from the
We can change the problem (57) to the following equivalespurce node to receiver 1. Thus, power allocation needs to
problem optimize the rate of this channel, and hence the optimal powe
S R allocation follows from Case 1. To achieve lard®, the
Minimize  Pr{(Fo, R} ¢ C(h, p(h))} (58) common message is forwarded over the channel states both
Subjectto  E[Ap(h)] < P — Py in A and A°. It can be seen that on average the source node
where Ap(h) = p(h) — po(h) is the difference between thehas a much worse channel to receiver 2 than to_receivgr 1, and
power needed to suppoff2y, ;) and the power needed tohence the channel from the source node to receiver 2 limgts th
supportRz, only. common rate. Power allocation now needs to optimize the rate

It can be seen that the problem (58) is the same as i9ereceiver 2, and the optimal power allocation follows from
problem (45) withp(h) in (45) being replaced bj\p(h). Thus Case 2. Between these two cases, power allocation needs to
the optimal Ap*(h) can be derived from Proposition 1 withbalance the rates to receivers 1 and 2 and hence follows from
p™in(h) in (50)-(53) being replaced by\p™"(k), which is Case 3.
the minimum difference between the power needed to supportVe next consider the case in whigky = 0, i.e., only the

(Ro, 1) and the power needed to supp&¥ and is given by confidential message is transmitted from the source node to
receiver 1. We assume, = o, = 1. In Fig. 7 (a), we plot the

Ry is achieved for all, i.e., p(h) > po(h)

2R (21?1 - 1) o 22 OPtimal power allocationi (1) as a function ofu. It can be

Ap™n(h) = { TaE _ o, F2P if Ry <log seen from the graph that most of the source power is allocated
I v2 . to the channel states with smél;|2. This behavior is shown
00 otherwise more clearly in Fig. 7 (b), which plotp;(h) as a function

(59)  of |hy|? for different values ofiho|2, and in Fig. 7 (c), which
plotsp; (h) as a function ofh,|? for different values ofh |2.
VI. NUMERICAL RESULTS The source node allocates more power to the channel states

In this section, we provide numerical results to demonstratith larger |h;|? to forward more confidential information to
the ergodic and outage performance for the fading BCC. the destination node, and allocates less power for the ehann

We first consider the Rayleigh fading BCC, whédrg and states with largefh|? to prevent receiver 2 for obtaining the
ho are zero mean proper complex Gaussian random variablesnfidential information. It can also be seen from Fig. 7 (b)
Hence |h;1|?> and |hy|? are exponentially distributed with and Fig. 7 (c) that the source node transmits only when the
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Fig. 6. Three cases for power allocation optimization to eahithe boundary of the secrecy capacity region for a Rdyliding BCC
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channel from the source node to receiver 1 is better than the
channel from the source node to receiver 2.

For the case in whichRy, = 0, Fig. 8 plots the secrecy
capacity achieved by the optimal power allocation, and com-
pares it with the secrecy rate achieved by a uniform power
allocation, i.e., allocating the same power for all charstetes
h € A. It can be seen that the uniform power allocation
does not provide performance close to the secrecy capacity
for the SNR values of interest. This is in contrast to the
Rayleigh fading channel without the secrecy constraingneh
the uniform power allocation can be close to optimal even for
moderate SNRs. This also demonstrates that the exact dhanne
state information is important to achieve higher secrets.ra

We now consider the outage performance of the Rayleigh
fading BCC. We assume; = 10 and o, = 0.5. We first
assume the target ratB, = 0, i.e., only the confidential
message is transmitted. In Fig. 9, we plot the outage prob-
abilities corresponding to different values of the targater
R:. The outage probability decreases as the target Rate
decreases. For a fixeHl;, the outage probability is bounded
below by a certain threshold. This fact follows because the
outage probability cannot be prevented for those chanatdst
where the channel from the source node to receiver 1 is worse
than the channel from the source node to receiver 2. In Fig. 10
we compare the outage probability whéty = 0 with the
outage probability when?y = 0.2 bps/Hz. It can be seen
that even a small positive common raig can cause a large
increase in outage probability. In Fig. 11, we compare the
outage probability minimized by the power allocation anatth
achieved by the equal power allocation for all channel stdte
can be seen that optimizing the power allocation signifigant
reduces the outage probability.

VII. CONCLUSIONS

We have established the secrecy capacity region of the
parallel BCC, where a converse proof has shown that having
independent inputs to each subchannel is optimal. We have
also established the secrecy capacity region for the péhrall
Gaussian BCC, and have characterized the optimal power
allocations that achieve the boundary of this region. One
fundamental result we have established is the secrecy itapac
region of the Gaussian BCC, which complements the secrecy
capacity region of the discrete memoryless BCC given by
Csiszr and kKorner in [12].

We have further applied our results to obtain the ergodic
secrecy capacity region for the fading BCC and the optimal
power allocations that achieve the boundary of the secrecy
capacity region. Our results generalize the secrecy cgpaci
results that have been recently obtained in [5], [6] and [7]
(full CSI case). We have also studied the outage performance
of the fading BCC, and have obtained the power allocation
that minimizes the outage probability that certain targees

are not achieved. Fig. 7.

Rop=0

APPENDIX |
PROOF OFTHEOREM 1

The achievability follows from [12, Corollary 1] by set-
ting Q@ = (Q1,...,Q) (Q is indicated byU in [12]),

u2=v2, P/uZZIOdB

(a): pi(h) as a function of(hq, hs)

16 7

5 o T T T
u°=v<, P/u“=10dB Ih,|”=05

L 2 —X
“rin-e
—X
P ~e

(b): p3(h) as a function of ;|

|h1|§ -
—X
Ih,I"~e

w2=v?, PiP=10dB

(c): pi(h) as a function ofih,|?

Optimal power allocatiop; (k) for a Rayleigh fading BCC with
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U = (U,...,Ur) (U is indicated byV in [12]), X = We can also bound the common rdtg as follows.
(X1,...,X1),Y = (Y1,...,Yy),andZ = (Z4, ..., Z;) with

Q, U and X having independent components. Furthermore, nRo = H(Wy) = I(Wo; Z{; 1)) + H(Wol|Z[i 1)
we choose the components of these random vectors to satisfy L

the Markov chain conditions®, — U, — X; — (Y1, Z;) for < ZI(WO; ZZ”|Z[7;+LL]) + nda

l:1727...7L. =1
To show the converse, we consider a cqd&’, 21 n) . .
with average error probability.. The probability distribution = > Z I(Wo; Ziil Zifi 1) Zji11,1)) + nd2
on Wo x Wy x X} ) x Vi ) X 21 1) is given by lzl i=1
n n n = Z Z I(Wom?’lfl]}/}iilzﬁﬂrl] Z[7;+1,L]; le) + ndy
P(wo,wlam[LL] Y, A, L]) lil i=1
n L n
(60) - L
= p(wo)p(w1)p(af 1 L] |wo, wy ) H D1 (Yiis 21| T1i) - Z Z 1(Qui; Z1i) + nb2
i=1 I=1 I=1i=1 (65)
By Fano’s inequality [58, Sec. 2.11], we have We now bound the rat&®; and obtain
H(Wo, W1|Y[} 1)) <n(Ro + Ri)Pe + 1 :=nd, 61) nRky YR, < H(W\|Z; 1)
HWo|Z}} 1) < nRoPe 4+ 1 :=nb, = H(W1|W, (1, L]) +I(Wi; WolZ )

(b)
whered, 5, — 0 if P, — 0. < I(W1§Y[1,L]|WO) — I(Wry; Z[l,L]|WO) + H(W1|WOY[1,L])

For i = 1,2,...,L, we define the following auxiliary +H(W0|ZH,L])

random variables: c)
< I(Wh; Y[’l’_yL]\Wo) — I(Wh; Z[}LHWO) + n(d1 + d2)

L
62) =Y [I(W1§37"|W0Y[71’,z ) — IWis 2 WoZ L])}

—

Qui = (Wo, Y —1, i ™' Zify ey Zjisn )

Uii »= (W1, Qui)- =1
+ TL(51 + 52)
We note that(Qy;, Uy, Xi, Y, Z;;) satisfies the following L n -
Markov chain condition: = Z [I(Wl; Yi[WoY{ _) Y, )
=1 =1
Qui — Ui — Xii = (Yi4, Zui)- (63) ~ IW1s 26 WoZjjs) Zia,n) | + 01 +62)

L n
(d) |: n n n i—1
= I(WLZ 12 Y IWoYy, Y,
We first bound the common rat, as follows. ZZ W1 Zifsy i1, Vil WXl V)

=1 i=1
. . - I(Zﬁi+1]Z[TlL+1,L}§Yli|WOW1Y[71L,171]YzFI)
nRo = H(Wo) = I(WO§Y[1,L}) + H(W0|Y[1,L]) _ I(le[?lq]YFL ZuIWoZﬁm]Z[’fﬂ L])
(a) & i
< Z[(WO; Yl”|Y[71LJ_1]) + ndy + I(Y[l -1Y, le|W0WIZl[z+1]Z[l+1 L])}
=1 +n(d1 + 02)

M-
-

I(Wo: Yis| Y™, YY) +nd ¢) &
Wos YVl )Y) 1 (:ZZ{ (Wi ZJs oy 2y Yl Wo Yy Yy )
=1 i=1

N
Il
-
o
Il
_

—~
3]
~

M=
NE

I(WOY[?,Z—l]Yzi_lerfiH]Z[TZL-H,L]; le) + ndy - I(Wl [1,1—1]le_1§ Zli|W0Zl[i+1]Z[l+1,L])}
+n(d1 + d2)

I
-
<
3
i

I(Qui; Yii) + ndy

1=
FM =
I,
N
Il
I
Il
=

3

1 (Zi Zit 2,13 Yl WYY

(64) =1 i=1 .
(Wl;Yli‘WOY[?l 1]Y1_1ZZ[11+1]Z[7+1 L])
where (a) follows from the chain rule and Fano’s inequal- I(Y[ll 1]}” 1. Z11|WOZl [i+1) [l+1 L])
ity, (b) follows from the chain rule,(c) follows because ) io1
I(A; B|C) < I(A, C; B), and(d) follows from the definition — IWs ZlWoXii 0¥y Zii 1) Zji4,1)

(62). + n(d1 + J2)
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L n
() Z Z [I(Wl; Yzz'IWoY[u_l]Yl 1Zl[z‘+1]Z[l+1,L]) To show the converse, we first apply (64) and obtain

=1 =1 nR()
— I(W; Zus|Wo Yl Yy ™ 2t 2, L])]

+n(d1 + d2)

M=
M:

I(Qui; Yi) + néy

Il
—
<
Il
—

n

L
DN [0 Yl Qui) — I(Uhss ZslQui)| + 61 + 82)

=1 i=1

M:

I(Qui; Yii) + Z ZI X155 Y1) + ndy

leAc i=1

b
Il
-

c 3

(66)

S

3

[h(Yii) — h(Y1| Qui))

where(a) follows from the perfect secrecy conditiofs,) fol-
lows becausd (W1; Wo|Z}; 1)) < H(Wo|Z}; ), (c) follows Ie
from Fano'’s inequality,(dg follows from the chain rule(e)

hS
i

]
M§

and (f) follow from Lemma 7 in [12], andg) follows from [ = 1[ (¥is) = h(¥is| Xio)] '
the definition (62). n 4 n
We introduce a random variablé' that is independent < ZZ 3 log 2me (EX? + 1if) — Zzh(yﬁ@“)
of all other random variables, and is unlformly distributed  jca =1 IEA i=1
over {1,2,...,n}. Define @, = (G,Qic), Uy = (G,Uig), "1
Xi = X ¥/ = Vi, and 7, = Zues for 1 = 1,.... . Note + 2 2 5 log2me (BXF + 4if)
that (Q;, U, X1, Y, Z;) satisfies the following Markov chain leAc i=1
condition: - Z log 2mepu? + nd
Q1 — U — Xi — (Y1, Z0), for {=1,...,L. (67) e ® o .
n 2 2
Using the above definitions, (64), (65) and (66) become = Z D) log 2me (ﬁ ZEXM + /‘l> - ZZMYH\Q”)
leA =1 leA i=1
1 n
RO<ZI Qi Yic|G) +51<ZI Qi; Y1) + 61 + Z log 27e <EZEX121'+'“?>
=1 leA” i=1
L L n
— Z —log 2mepd + néy
2_: (Qi6; Zi6|G) + 62 < Z (Qi: Z)) +62  (68) 2
L
< log 2me (p; + ,u h(Y1|Qus)
Ry IX: (U Y1|Q1) — (Ul§Zl|Ql)} + 01 4 02 IEZA : ZEZA;
=1
Therefore, an outer bound on the secrecy capacity region + Z log (1 + z) +ndy
C, is given by the following set: 6“‘" (71)
U {(RO’ Ry) that satisfy (68} ©69)  where we defing, = 1 3" | E [X2].
where the union is over all probability distributions !tiS €asy to see that fare A
p(qp1,z), up,L)> T,z Y,o)s 21,z))- - Finally, we  note  that n n
each term in (68) depends only on the distribution » h(Yi|Qu) < Zh ¥i;) < 5 log 2re (p+ui) (72
p(qi,w, 1,91, 2). Hence there is no loss of optimality i=1 i=1

to consider only those distributions that have the forr 4
Hlep(ql,ul,xl)p(yl,zl\xl). This concludes the converse

n

roof. - n
P Zh (Yl Qui) > Z (Yul Xii) = 3 log 2menf.  (73)
APPENDIXI| Hence there exist8 < 3; < 1 such that
PROOF OFTHEOREM 2
By Lemma 1, we need to prove Theorem 2 only for the Zh Yl Qu) = log ome(Bupn + 1i2). (74)

channel defined by (23).
The achievability follows by applying Corollary 3 and

choosing the following input distribution Applying (74) to (71), we obtain
fOI‘lEA, QINJ\/(O,plo), X{N./\/(O,pll) nRoézﬁlog <1+ (1ﬂl)le>
with X/ independent of);, = Bipi + i
. (70) (75)
Xl:Ql+Xl7 +Z log( )+n51
forie A% X; ~N(0,pp)- l€Ae Hi
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We apply (65), follow the steps that are similar to those where the last equality follows from (74) and (78).

(71), and obtain the following bound

Z Z h le|le

leA i=1

vy

nRy < Z log 27T€ pl + ul

leA
log (

33

leAC

For the second term in the preceding equation, we apply

the entropy power inequality and obtain
M Z1i|Qui = qui) = M(Yii + Vii|Qui = qui)
> llog (22’1(3’”@“:%) + 22h(VLHQu:qu)>

2
1 _
- 5 log (22h(Yu\in—qu) 4 27T€(V12 _ M?)) )
Hence
> h(ZilQu)
=1

1 — _
> 5 E Elog (22’1(3/17:@”—(117:) + 27-1-6(1,l2 _ /1'12)>
(a) 1 Z 2ER(Y1i|Q 2
lo (2 14| Qui=aq1:) + 27‘1’6( — [ ))

=5 Zlog (22]”(Y”|Q”) + 2me(VP — )
i=1

,\
V=

g log (22% > iz P(Y1ilQui) + 2776(%2 _ M%))

—ui))

—~

°)

n
5 log (2me(Bipr + p7) + 2me (v}

n
B log (27Te(ﬂgpl + 1/12))

where(a) and(b) follow from Jensen’s inequality and the fact

(76)

(77)

(78)

thatlog(2” +c) is a convex function of, and(c) follows from

(74).
By applying (78) to (76), we obtain

n (1-8)m
< — A el
nRy < Z > log <1 + B+ Vz2

leA
log ( ) + nds.

+33

lGAC

(79)

Forl € A, we definep,y = (1 — 8;)p; andp;; = Gip;. For
l € A¢, we definep;g = p;. It is clear from (22) that

Z[pzo +pu] + Z po < P.

leA leAc

(81)
This concludes the proof of the converse.

APPENDIXIII
PROOF OFTHEOREM 3

We apply Lemma 2 and consider the following three cases.
For each case, we apply the technique in [16] to solve the
optimization problem.

Case 1:We need to fingp(!) € P that maximizes

YoRo1(p) + 71 R1(p).

If pV satisfiesRy; (p( )) < Ry (p(l)), then the optimap* =
6 N - -
p .

~ The Lagrangian is given by

Yo 71 pn
L= Zl log(1+ >+—log<1+—2>
= i +p 2 %
Al JUA! "o Pio
~ 5 log (1+—) Z log <1+—l>
lEA®

—A [Z[pzo +onl+ Y plo]

leA leA¢c
(82)
where ) is a Lagrange multiplier.
Forl e A°, pl((l)) needs to maximize the following;:
L) = %1 <1+p10) — Apio
i (83)

Pio
Y0 1
0 Hy T

It is clear thatpl(é) that optimizes.; is either the root of the
following equation:

We apply (66), follow steps similar to those in (20), andf the root is positive or zero, i.e.,

obtain the following bound

’an

< 33 1K il Qu) — T(Xis; ZuslQus) | + (61 + 62)
leA i=1

=3 [PVIQu) — A(Vil X3 Qus) — (Z1il Q)
leA i=1

h(Z1i| X Qli)] + n(61 + d2)

Bip n Bip
<3 |guos (17 ) - guos (1452
leA

77/(51 + 52)

(80)

Y0 1
—A= 84
2In2pf + = 0 (84)
W _ (2 2\T*
Pio _(2)\1n2 “l> ' (85)

Forl € A, p\)) andp!})
L

7o 71 pu
Ly =-—log |1+ )—I——lo (1+ )
‘T g( ul+pu 2 8 u

- %1 g (1+ ]ﬂ> — XMpio +pi1)

Pi1+Pio
= [ i@ [T D@
P 0

< /000 (max {ul(é)(ac) ul(i)( )})+dx

need to maximize the following

(86)
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where then the upper bound of; in (86) is achieved by)lo =
7_[,(1)( ) _ Yo 1 Y andpll) —10.
1o 22 12 + (b) If u{})(0) > 0 (see Fig. 13 (2)-(b)), i.e.,
M) gy = 1 L 1 A\ (@7) e Jo
Y= 91 g Wtz vitw ' 2u7 In2’
We next denvq;m andp(l) that achieve the upper bound orthen the upper bound afy, in (86) is achieved by)(l) = xl%)
L; in (86) and hence maximizé,. andpl1 =0.
We definez!)’ to be the root ofu)) (z) = 0 andz!}’ to be  In summary, we obtain
the largest root Ofﬁl(;)(x) =0, ie,
(1) (1) 1) _
1 __% o Pio 7{110} ’ P =0 (91)
10 2AIn2 ! The Lagrange paramet@rneeds to be chosen to satisfy the
1 2y 1 power constraint
o) = QW i) (v = ) = gt 02
Z[pzo +pu] + Z po < P. (92)
(88) leA leAe
It can be seen that!)’ (x) andu!]’(x) intersect only once According to Lemma 2, if the conditioan (V) <
at Rz (p1V) is satisfied, then the optimal = p(*).
all) = w2 - p2) - 2. (89)  Case 2:We need to fingp(® € P that maX|m|zes
Yo
In the foIIowmg, we consider two cases. 10 Ro2(p) + 71 Ra(p)-
) 5> 7t e xl() is positive. If p2 satisfiesRo; (p'?) > Roz (p?), then the optimap* =

It |s easy to see that{"(0) > u!) (0). The optimalp() . S
andp|!’ depend on the value of and fall into the following ~ 1he Lagrangian is given by

three possibilities. o " P
1 . .
(@) If u{l(0) < 0 (see Fig. 12 (1)-(a)), i.e., L= IEZA [ log (1 + ” +p”> + - log (1 + u_?>
N — pp)
2ufv In2 <A fglog <1+Zﬂ)]
l
then bothul% () and “11 (x) are negative forr > 0. The o Do
upper bound orC; in (86) is achieved by{)) = 0 andp!}’ = + Z 5 log <1 + —) —A lZ[plo +pu] + Z pzo]
0. leAc leA leAc
(b) If u{P(0) > 0 andzy) < (V) (see Fig. 12 (1)-(b)), i.e., (93)

where ) is a Lagrange multiplier.

’Yo ’Yl(Vz _ﬂz) P
A ————+ Forl € A, it is easy to see that
220y —10) 07 — ) - 2urfne e 4 he e
0 = (5225 - 1/2>+ (94)
then the upper bound of; in (86) is achieved by) Pro 2\1n 2 L)
(1)
andp; = R Forl € A, p{ andp? need to maximize the following
(c) If x > x,;. (see Fig. 12 (1)-(c)), i.e., L
% Yo Do 2! pi
A< ) L =—1 1 —1 1
2102031 — 10) (07 — ) '3 °g< i 2+p11>+ 2 °g< +ul>
th(e)n the(l)upper bound(?)ﬁl in (86) is achieved by} = _ %1 ¢ (1 + ]ﬂ) — Apwo + pi1)
zjy) — ), andpj)) =z}, p11-4+D10 i (95)
In summary, we obtain :/ ul(g)(x)dz+/ ul(f)( )daz
o_[o_ o W _ [ [0 e ’
P = |T1" — Ty and p, mm § 1", &, : 2 2 +
[ 2 } [ { }90) < ; (max {ul(o)(x) ul(l)( )}) dx
(2) ﬁ < V;’ 7 i.e. xl( ) is zero or negative. where
l
It is easy to see that{)’ (0) > u'}(0). @ v o1
(a) If uO ( ) <0 (see Fig. 13 (2)-(a)), i.e., o (¥) = 2In2v? +x B (96)

"0 2 ga! 1 1
< A = _ J—
2ufn2 — 77 g (@) 21n2 (,u,Q +z v} —t—x)
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A
» X

Fig. 12. lllustration oful%)(a:) and ul(ll)(:e) for Case 1 With% > ﬂyfl
1

A

U (x)

ul(i) (X)

(2) - (a)

Fig. 13. lllustration oful(é>(x) andul(l)( ) for Case 1 W|th“’1 < T
1

We defineazgg) to be the root ofuy’ (z) = 0 and " to be
the root oful(f (x)=0,ie.,

(2) _ 7o 2
Y10 = 5 me M

2’71 1
zi;) = 2\/(%2 — 1) (V? — i+ Am) = 5w +vp).
97)

It is clear thatu'y’ () andu'? () intersect only once at

Y
) = 7—;@? — i) — pi}. (98)

> X

Following steps similar to those in Case 1, we obtain the
following p\.’ andp's) that achieve the upper bound dn in
(95) and hence |;naximizél

@i xL>- gy ie. xl( Vs positive, then

2 2 2 2 . 2 2
o = a2 - x;n} and 52 = [min {«2, 2 }] "
, 99)
(2) If % < # ie., xl('r) iS zero or negative, then

p® = [xl%)] and p? =0. (100)

The Lagrange multipliet\ needs to be chosen to satisfy
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the power constraint. According to Lemma 2, if the condition We definexl(g‘) to be the largest root Oszl(g) (z) =0 and
Roy (p?) > Roo (p?)) is satisfied, then the optimal* = (%) to be the largest root of\™ (z) = 0, i.e.,

(2)
p.

- i imi 1 2 2w
Case 3:We need to finp® e P that maximizes (@) :_\/( 2_,2__ 10 ) Y022
= xlO 9 l /’Ll 21n 2\ )\1112( 1 l)
70 (@Ro1(p) + aRoa(p)) + 1B (p) 1 (vt - 22)
S - .
for a given0 < o < 1. We then choosey to satisfy 2 2In2A
Ro1(p'®)) = Ro2(p'™). According to Lemma 2, if we have ) _1 [ 5 o f o o5 2n\ 1 o
not found the optimap* in Cases 1 and 2, such anmust o =y W7 =) \vi It e 2(” +v7)
exist. (106)
The Lagrangian is given by
. It is clear thatu's’ () andu!? () intersect only once at
(@ _ M2 oy 2, ~ 2
Z [M og <1 + DPio ) + M 10g <1 4 Pio > xl’r‘ - 7o (Vl Ml) (Oa/l + Oé,U/l ) (107)
2 2
=2 K + i 2 Vit pn Following steps similar to those in Case 1, we obtain
(1) If 2 > 24 Fo80 e 2 is positive, then
—I—ﬂlog(l-l-]%l)_%log(l-i-l%l)] Yo T vi-u !
Hi i + +
Yo o\ o o o) = [alg) =2l and ) = [min {xgil)’xl(?)}L .
leae H ! 2) If 1 < autan o (@) g negative or zero, then
o V=g lr
- A pio + il + Pio a )™ ()
S & =[] e -0 o9
(101)

The Lagrange multiplieA needs to be chosen to satisfy the
where )\ is a Lagrange multiplier. power constraint. We finally chooseto satisfy Ro; (p®)) =
Forl € A°, it is clear thatpS” is either the root of the Ro» (p(*)). Thenp* = p(®.
following equation
v 1 yoa 1 ACKNOWLEDGMENT
2In2 p? + t ome vi+ua =A (102) " he authors would like to thank the reviewers and the
associate editor for their comments and suggestions.

if the root is positive, or zero. Henqég) is given by
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