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Confidential Messages
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Abstract

The fading cognitive multiple-access channel with confiddémessages (CMAC-CM) is investigated, in which
two users attempt to transmit common information to a dastn and user 1 also has confidential information
intended for the destination. User 1 views user 2 as an eaygser and wishes to keep its confidential information as
secret as possible from user 2. The multiple-access chénoibl the user-to-user channel and the user-to-destmatio
channel) is corrupted by multiplicative fading gain coeéfits in addition to additive white Gaussian noise. The
channel state information (CSI) is assumed to be known &t thet users and the destination. A parallel CMAC-CM
with independent subchannels is first studied. The secraggaity region of the parallel CMAC-CM is established,
which yields the secrecy capacity region of the parallel GBABM with degraded subchannels. Next, the secrecy
capacity region is established for the parallel GaussiarACMCM, which is used to study the fading CMAC-CM.
When both users know the CSlI, they can dynamically changett@smission powers with the channel realization
to achieve the optimal performance. The closed-form powWecation function that achieves every boundary point

of the secrecy capacity region is derived.

Index Terms

Secure communication, fading channel, multiple-accessmbl, equivocation, secrecy capacity.

. INTRODUCTION

Wireless transmissions lack physical boundaries and soaawgrsary within range can receive them. Thus,
security is one of the most important issues in wireless camaations. One approach to security involves applying
encryption algorithms to make messages unintelligible deeasaries. Unfortunately, these security methods are

often designed without consideration of the specific prigeiof wireless networks. More specifically, encryption
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methods tend to be layer-specific and ignore the most fund@heommunication layer, i.e., the physical-layer,
whereby devices communicate through the encoding and ratoiulof information into waveforms.

The first study of secure communication via physical laygrapches was captured by a basic wiretap channel
introduced by Wyner in [1]. In this model, a single sourcett@tion communication link is eavesdropped upon by
an eavesdropper via a degraded channel. The source nodeswiskend confidential information to the destination
node in a reliable manner as well as to keep the eavesdrogpignarant of this information as possible. The
performance measure of interest is the secrecy capacitghwdtiaracterizes the largest possible communication
rate from the source node to the destination node with thesemopper obtaining no source information. Wyner's
formulation was generalized by Csiszar and Kdrner whemeined the secrecy capacity region of a more general
model referred to as the broadcast channel with confidemtgslsages (BCC) [2].

More recently, multi-terminal communication with confidieh messages has been studied intensively. (See [3]
for a recent survey of progress in this area.) Among thesiestpa generalization of both the wiretap channel and
the classical multiple-access channel (MAC) was studied]inin which each user also receives channel outputs,
and hence may obtain the confidential information sent byother user from the channel output it receives. In
this communication scenario, each user views the otherassan eavesdropper, and wishes to keep its confidential
information as secret as possible from the other user. Thweuof [4] investigated the rate-equivocation region
and secrecy capacity region for this channel. Some othatelstudies on secure communication over multiple
access channels can be found in [5]-[7].

Fading has traditionally been considered to be an obsta@ewiding reliable wireless communication. However,
over the past decade, it has been demonstrated that fadinget@improve capacity, reliability, and confidentiality
of wireless networks. The impact of fading on secure comwatian was studied in, e.g., [8]-[10]. More specifically,
[8] studied the secrecy capacity of ergodic fading BCCs witrenchannel state information (CSl) is known at all
communicating nodes; [9] considered the ergodic scenaffimding wiretap channel in which the transmitter has no
CSl about the eavesdropper channel; and [10] studied tlegeuydreference of secure communication over wireless
channels, in which the transmitter has no CSI about eitheddbitimate receiver's channel or the eavesdropper’s
channel.

In this paper, we investigate the fading cognitive multipeess channel with both common and confidential
messages, a problem which is inspired by the studies of s@mmunication over MACs in [4]. In our communi-
cation scenario, we assume that two users (users 1 and 2cbavaon information, while user 1 has confidential
information intended for a destination and treats user 2ragavesdropper. Hence, user 1 wishes to keep its
confidential messages as secret as possible from user 2.f@Vetoethis model as the cognitive MAC with one

confidential message (CMAC-CM); (see Fig. 1.(a)), becabge dhannel also models cognitive communication
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Fig. 1. Cognitive multiple-access channel with confiddnti@ssages.

in which the secondary user (user 1) helps the primary usssr(R) to send a common messddg, and also
has a confidential messadg#&; intended for the destination, which needs to be kept secoen the primary
user. Furthermore, we consider the situation in which bbth user-to-user and the user-to-destination channels
are corrupted by multiplicative fading gain coefficientsaddition to additive white Gaussian noise. The fading
CMAC-CM model captures the basic time-varying and supetiposproperties of wireless channels, and thus,
understanding this channel plays an important role in sghgecurity issue in wireless application. For the fading
CMAC-CM, we assume that the fading gain coefficients areicstaty and ergodic over time and that the CSI
is known at both users and the destination. Note that knagyeleaf the user-to-destination CSI is necessary in
order to cooperatively transmit the common message, ar&l shauld be provided through state feedback from
the destination terminal to the user terminals. Knowledb€®8I between the user terminals can be obtained via
the reciprocity property of those channels. Users are mtil/to do so in order to enable better cooperation for
sending the common message.

To solve the fading CMAC-CM problem, we first consider a gah&rformation-theoretic model, i.e., the parallel
MAC with L independent subchannels. As shown in Fig. 1.(b), the twsusenmunicate with the destination over
L parallel links and each of the links is eavesdropped upon by user 2. We establish the secapacity region for
the parallel CMAC-CM. In particular, we provide a converseqd to show that having independent inputs for each
subchannel is optimal to achieve the secrecy capacitymedioe secrecy capacity region of the parallel CMAC-CM
further gives the secrecy capacity region of the parallelXCMCM with degraded subchannels. Next, we consider
the parallel Gaussian CMAC-CM, which is an example par&i®IAC-CM with degraded subchannels. Based on
the maximum-entropy theorem [11] and the extremal inegufl?], we show that the secrecy capacity region of
the parallel Gaussian CMAC-CM is achievable by using jgifBlaussian inputs and optimizing power allocations
at two users among the parallel subchannels. We then apiglyebult to investigate the fading CMAC-CM. We

study the ergodic performance, where no delay constrainineasage transmission is assumed and the secrecy



capacity region is averaged over all channel states. In faetfading CMAC-CM can be viewed as the parallel
Gaussian CMAC-CM with each fading state corresponding ® subchannel. Hence, the secrecy capacity region
of the parallel Gaussian CMAC-CM applies to the fading CM&G*. Since both users know the CSI, users can
dynamically change their transmission powers with the olkarealization to achieve the optimal performance. The
optimal power allocation that achieves every boundary tpoiirthe secrecy capacity region can be characterized as
a solution to a non-convex problem. The Karush-Kuhn-Tu¢KéT) conditions (as necessary conditions) greatly
facilitate exploitation of the specific structure of the Iplem, and enable us to obtain a closed-form solution for
the optimal power allocation strategy for the two users.

The remainder of this paper is organized as follows. We fitstlys the parallel CMAC-CM with independent
subchannels and its special case of the parallel CMAC-CM wliggraded subschannels in Section 1l. Next,
we investigate the secrecy capacity region of the paralhgSsian CMAC-CM in Section Il and the ergodic
performance of the fading CMAC-CM in Section IV. We then po®/ some numerical examples in Section V.

Finally, we summarize our results in Section VI.

Il. PARALLEL CMAC-CM
A. Channel Model

We consider the discrete memoryless parallel CMAC-CM witindependent subchannels (see Fig. 1.(b)).
Each subchannel is assumed to connect users 1 and 2 to thmatiest and user 2 can also receive the channel
output from each subchannel, and hence may obtain infoomatnt by user 1. The channel transition probability

distribution is given by

L
P, Yol 22 n) = [ e vagles, v2;), 1)
=1

wherey z) := (y1, .-, yL)-

In this model, a common messagé is known to both the primary user (user 2) and the secondany(user 1),
and hence both users cooperate to trandinjtto the destination. Moreover, the secondary user (usersb) fzhs
confidential messag@/; intended for the destination. User 1 views user 2 as an eaygser and wishes to keep
its confidential information as secret as possible from @sén this paper, we focus on the case in which perfect
secrecy is achieved, i.e., user 2 should not obtain anyrrdton about the messag&;. More formally, this
condition is characterized by (e.g., see [1], [2], [4]):

(W Y5 X5, Wo) = 0 @

whereX? = (X21,..., Xa,) andYy' := (Ya1,...,Ys,,) are the input and output sequences of user 2, respectively,



and the limit is taken as the block length— oo. The goal is to characterize ttsecrecy capacity region C, that
contains rate pairs achievable by some coding scheme (netaded! definitions for the rates of the messages and

encoding and decoding schemes can be found in [4]).

B. Secrecy Capacity Region of the Parallel CMAC-CM

For the parallel CMAC-CM, we obtain the following secrecypaaity region.

Theorem 1: For the parallel CMAC-CM, the secrecy capacity region isegiby

(Ro, R1) :
1, p(ay o ol | e b | Ba < S0 T(U5 Y5 X2y, Q) — T(U; Ya 31 X2, Q)]

P(Yj,Y2,51%1,5,22,5)
Ry < 70, 1(Q), Xa 53 Y5)

where@; andUj’s are auxiliary random variables, aig; can be chosen to be a deterministic functiorUgffor
j=1,...,L.
Proof: See Appendix A. |
Theorem 1 implies that having independent inputs for eaditisannel is optimal. This fact does not follow
directly from the single-letter result on the secrecy ciégaegion of the CMAC-CM given in [4]. Hence, a

converse proof is needed, which is provided in Appendix A.

C. Parallel CMAC-CM with Degraded Subchannels

We consider the parallel CMAC-CM with degraded subchanrielsvhich each subchannel is either degraded
such that given the input of user 2, the output at user 2 is dittonally degraded version of the output at the
destination, or reversely degraded such that given the infpuser 2, the output at the destination is a conditionally
degraded version of the output at user 2.

Following [4], we define the conditionally degraded subatels as follows. Letd denote the index set that
includes all indices of subchannels such that given, the output at user 2 is a conditionally degraded version of

the output at the destination, i.e., fore A,

P(Yj, y2,5171,5, 22,5) = p(YslT1,, 2,5)p(Y2,5|Y5, T2,5)- 4)

We further defined to be the complement of the sdt and.A includes all indices of subchannels such that given

z2 j, the output at the destination is a conditionally degrademion of the output at user 2, i.e., fpre A,

P(W5,Y2,i171,5, ¥2,5) = PY2,5|T1,5, T2,5)P(Yj|Y2,5, 2,5)- (5)



Hence, the channel transition probability distributiorgigen by

p(yu,L} »Y2,1,L) \951,[1,L} ) 962,[1,L])

=1 pwiler, 225)pW2,lys: w25) [ pW2sler 22.5)p(w;ly2.5, w2.5)- (6)
JEA jEA

For the parallel CMAC-CM with degraded subchannels, we yafjpleorem 1 and obtain the following secrecy
capacity region.

Theorem 2: For the parallel CMAC-CM with degraded subchannels, theesgccapacity region is given by

\

(Ro, Ry) :

RO > 07 Rl > 07

il = U W)
I, p(a @ )pela) | B < 205eall (XY Xo 5, Q) — I(X1,;3 Y25 X2 5, Q)]

P(Y5,y2,5]21,5,02,5)
Ry < ZjEA I(QjaXQ,j;}/}) + Zjej I(Xl,ijZj;ij)

where@);, for j =1,..., L, are auxiliary random variables that satisfy the Markovichealationship
Qj = (X5, Xo5) = (Y], Ya). 8

Proof: See Appendix B. [ |

It can be seen that the common mess#ggeis sent over all subchannels, and the confidential mesHagef
user 1 is sent only over the subchannels for which the outpuser 2 is aconditionally degraded version of the
output at the destination. Furthermore, user 1 sends thenoonmessagé/, and the confidential messagé, by

using superposition encoding.

I1l. PARALLEL GAUSSIAN CMAC-CM
A. Channel Model

In this section, we consider the parallel Gaussian CMAC-@Mvhich the channel outputs at the destination

and user 2 are corrupted by additive Gaussian noise termeschi@nnel input-output relationship is given by

Yii= X1+ Xoji + Zj

and Y =Xy + X0 i+ 22 )

wherei is the time index, and foj = 1,...,L, the noise processe€sZ;;} and {Z,;,} are independent and
identically distributed (i.i.d.) with the components bginero-mean Gaussian random variables with varianges

andy;, respectively. We assumg < y; for j € A andv; > u; for j € A. The channel input sequencﬁ’s‘f[1 I



and X7

5, are subject to average power constraifftsand P, respectively, i.e.,

1 n L
;ZEE:EE:EHJ(i%A <P

i=1 j=1

n L
1 2
and  ~) > E[X3;] <P (10)

i=1 j=1
B. Secrecy Capacity Region
We now apply Theorem 2 to obtain the secrecy capacity regiadheoparallel Gaussian MAC. It can be seen

from (9) that the subchannels of the parallel Gaussian MACnat physically degraded. We consider the following

subchannels, foj € A:
Vii= X140+ Xogi+ Zjin Yoi="Yji+ 25 (11)
and, forj € A:

Yji=Yaji+ Zi,; Yoji=Xu1ji+ Xoji+ Zaji (12)

where{Z};} and{Z; ;;} are i.i.d. random processes with components being zeror@aassian random variables
with variances; — p; for j € A andu; —v; for j € A, respectively. Moreover, 7} ;} is independent of Z ;:},
and{Z, ;,} is independent of Z; ;}. We notice that the channel defined in (11)-(12) is a par@l@lissian MAC
with physically degraded subchannels. Since the chandgl((R) has the same marginal distributigng|x1, x2)
andp(yz|x1,x2) as the parallel Gaussian MAC defined in (9), these two chartmeale the same secrecy capacity
region?

For the channel defined in (11)-(12), we can apply Theorem @btain he following secrecy capacity region.
In particular, the degradedness of the subchannels alloevsise of the entropy power inequality in the proof of
the converse. We can thus obtain the secrecy capacity régidhe parallel Gaussian CMAC-CM.

Theorem 3: For the parallel Gaussian CMAC-CM, the secrecy capacitjore given by

(Ro, R1) :
Ry >0, Ry > 0;
A =Jq Ri<Yjea|dlog(1+2)—dlog(1+2)] 13)
peP RogzjeA%10g<l+%?XW>
+ e x b log (1+ LLat/ERE)

1This argument is in fact identical to the so-calldeyraded, same-marginals technique; e.g., see [4] for further details.



wherep is the power allocation vector, which consists (af;, b;, p2 ;) for j € A and (a;,0,pz ;) for j € A as

components, and the sgtincludes all power allocation vectogsthat satisfy the power constraint

L L
Pi=Sp:> (aj+b)<Prandd po;<Py. (14)

j=1 j=1
Proof: See Appendix C. |
We notice thap denotes the power allocation among all subchannels. licpkat, forj € A, since user 1 needs
to transmit both common and confidential information, th& pa;, b;) controls the power allocation between the
common messag@/, and the confidential messadj . Forj € A, user 1 transmits only the common information,

andb; = 0 indicates that the power is allocated to transmit the commessagél, only.

C. Optimal Power Allocation

To characterize the secrecy capacity region of the par@lissian CMAC-CM given in (13), we need to
characterize every boundary point and the power allocatextor that achieve each boundary point. Since the
secrecy capacity regioﬁﬁg} is convex, for every boundary poiti?;, Ry), there existsy; > 0 such that(Rj, R})
is the solution to the optimization problem

2 o+ ) (1)
Note that the optimization problem (15) serves as a compulesgacterization of the corresponding boundary of
the secrecy capacity region, and the solution to (15) pewvithe power allocations that achieve the boundary of
the secrecy capacity region. Let)* = max(0, z). We obtain the optimal power allocatignthat solves (15).
Theorem 4: Let p* be an optimal solution to the optimization problem of (15ttachieves the boundary of the

secrecy capacity region of the parallel Gaussian CMAC-CRer;p* can be written as follows.

Forje A, if
2)21n2 <71(uj—yj)—uj’ (16)
A+ A2 o
then
* /\% +
a; = [ESSE (15— ®5)",

b5 = (min [sg5, ¢;])"
* /\% +
and  p;; = [ESSE (515 — ¢5)7 ; 17)



alternatively, if

2 U —
2>\1 In 2 2 71 (/’L] V]) /’L] ’ (18)
AL+ A2 M5V
then
)\2
* 2
“= (A1 + Ag)? (51.4)"
b; =0
)\2
and %= L 19
p27j ()\1 + )\2)2 (Sl,j) 9 ( )
for j € A,
A3 M +
;= ; and p}. = T 20
a] (/\1 + /\2)2 (317J) p2,] ()\1 n )\2)2 (317]) ’ ( )
where~; > 0,
P A+ Ao L
BT oN A2
1 2
525 =5 [\/(Mj - V) <Mj Vit N2 ln2> — (1 +v)|
1 1\ 1 1)° = vy) —
¢j:—§<,uj—|—l/j+a>+§\/<,uj+l/j+a> —4|:,ujljj— J wj J s
)\2
=(2ln2)—! 21
w=(2m2) (21)
and the pair{\;, \2) is chosen to satisfy the power constraint
L L
(aj +b) <Prand > py; < P (22)

7j=1 j=1

Proof: The optimization problem is non-convex. Our proof techmidgovolves applying KKT conditions (as
necessary conditions), which help express the Lagrangidinei form of an integral. This specific structure of the
problem is then exploited to obtain a closed-form solutionthe optimal power allocation strategy. The details

can be found in Appendix D. [ |

IV. FADING CMAC-CM

In this section, we study the fading CMAC-CM, where both tiserto-destination and the user-to-user channels

are corrupted by multiplicative fading gain processes iditazh to additive white Gaussian processes. The channel
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input-output relationship is given by

Yi=h1,; X1+ hoiXo;+ Z;

and Yo, = g1, X1+ 92, X0+ 2o (23)

wherei is the time index,X; ; and X, ; are channel inputs at the time instarftom user 1 and user 2, respectively,
Y; andY;; are channel outputs at the time instarat the destination and the receiver of user 2, respectively;
h; := (hi,he;) and g, = (91,i,92,i) are proper complex random channel attenuation pairs intposethe
destination and the receiver of user 2; and the noise pres¢&s} and{Z, ;} are i.i.d. with the components being
zero-mean proper complex Gaussian random variables wiihneesy and i, respectively. The input sequences

{X1,} and{X,,} are subject to the average power constréintand 1, i.e.,

n

1 — 1
ZY E[X%21< P, and = E[X2.]< P 24
n; [ 1,2]— 1 n; [ 2,@]— 2 ( )

We assume that the CSI (i.e., the realization(bfg)) is known at both the transmitters and the receivers
instantaneously. Depending on the CSI, each user can dgaliyrchange its transmission power and rate to achieve
better performance. In this section, we assume that theme @elay constraint on the transmitted messages, and
that the secrecy capacity region is an average over all ehatates, which is referred to as theyodic secrecy
capacity region.

We notice that for a given fading state, i.e., a realizatibr(ll_gg), the fading CMAC-CM is a Gaussian CMAC-
CM. Hence, the fading CMAC-CM can be viewed as a parallel GansCMAC-CM with each fading state
corresponding to one subchannel. Thus, the following sgccapacity region of the fading CMAC-CM follows
from Theorem 3.

In the following, for each channel staté, g), we usep:(h,g) andpa(h, g) to denote the powers allocated at
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users 1 and 2, respectively. We further define

p(h.g) == (a(h,g),b(h.g),p2(h. g)) - (25)
Let P denote the set that includes all power allocations thasfyatine power constraint

P = {p(h,g): Ela(h,g) +b(h,g)] <P and E[ps(h,g)] < P}, (26)

and A denote the set of channel states as follows:

a={ibg: b 120 @)

Corollary 1: The secrecy capacity region of the fading CMAC-CM is given(B§)

(Ro, R1) :
Ry >0, Ry > 0
¢’ = U 0 1 b(h,g) a2 b(h,9)|9: 2 (28)
p(h,g)€P Ry < E(Q,Q)EA [log (1 + 7_’—1/ ) — log (1 + 7_7_11 )}
x(h,g) x(h,g)
Ro < g gea log (1 v WW;PW) + Epgeilos (1 + Xl )
where
2
x(b.g) = [/all g)Iha + y/pa(le, 9)l o] (29)

and the random vector palf, g) has the same distribution as the marginal distribution efgtocesg(k;, g,)} at
a single time instant.

The secrecy capacity region given in Corollary 1 is establisfor fading processés, g) where only ergodic and
stationary conditions are assumed. The fading pro¢esg) can be correlated across time, and is not necessarily
Gaussian.

Since users are assumed to know the CSI, they can allocateptveers according to the instantaneous channel
realization to achieve the optimal performance, i.e., therdary of the secrecy capacity region. The optimal power
allocation that achieves the boundary of the secrecy cgpagion for the fading CMAC-CM can be derived from
Theorem 4 and is given in the following.

Corollary 2: Let p(h,g)* be an optimal power allocation that achieves the boundarth@fsecrecy capacity

region of the fading CMAC-CM. Them(h, g)* is given as follows:

o for (h,g) € A, if

Mlho’n2 _m (ulha? = vigi?) — plha|?

, 30
Alh2|? + Aeo|hi|? v (30)




then

/\%|h1|2 [S (h )—(b(h )]""
(Ar]ha|? + Xa|hy[2)? e B

b*(h,9) = (min [s2(h, g), ¢(h, g)]) "

)\2‘h2’2 +
and  pi(h,g) = ! s1(h, g) — o(h, g)] " ;
2 (A1|h2|2+>\2|h1|2)2[ = )]

a*(ﬁ&) =

alternatively, if

MlhoPm2 o (bl = vigi?) — plhaf?

/\1|h2|2+)\2|h1|2 - j0% ’
then
)\2‘h1]2 +
CL* h, = 2 S h7 9
9 = e + gy 19
b*(@,g) =0
. A2|hg
and  pi(hg) = — 1" (hg)"

S1 h
= (Alhal? + Aglh]?)? B

o for (ﬁ, g) S A,
2 2
() = ——2
= (Mhe? 4 Aglha]?)

and  p3(h,g) = Nilhal” 5 [s1(h,9)] ™
T (Mhe? 4 Aglha]?) -

5 [s1(h, Q)]+

where~; > 0,

510 g) = Mlhol? + Aolba|*
n=4 Ao In2 ’

V(o 80 i)
sa(h,g) = 5 - N + REARTEAR
2(h:g) 2[\/<\gl\2 7al?) \lgu*  [ml* A2 1*  [a]?

S (-
o(h,g) = =3 <|91|2 T w(ﬁvﬂ)>

1 12 ’Yl<12_h12>_7
! <u2+ v, )_4 p__v_ M\GF T RE) 7
27\ \lg1]* * [m]*  w(h,g) 9112 |1 w(h,g)

A7 ho?
A1lha|? + Ao|hy)?

w(h,g) = (In2)
and the pair{\, \2) is chosen to satisfy the power constraint

Ela(h,g) +b(h,g)] < P1 and E[py(h,g)] < P».

12

(31)

(32)

(33)

(34)

(35)

(36)
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V. NUMERICAL EXAMPLES

In this section, we study two numerical examples to illustthe secrecy capacity regions of the parallel Gaussian
CMAC-CM and the fading CMAC-CM, respectively.

We first consider ar. = 10 parallel Gaussian CMAC-CM. We assume that the source powrest@ints of users
1 and 2 are

P =12 dB and P, =10 dB7
and the noise variances at the receivers of the destinatidrofiuser 2 are given by

Z = [17 27 37 47 57 67 77 87 97 10]

and  p=1[53,4,9,1,10,8,7,2,6].

Fig. 3 illustrates the boundary of the secrecy capacityorefpr this channel. For comparison, we also consider the

asynchronous case, in which users 1 and 2 send the commoageéBg in a asynchronous transmission mode.
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In this case, the secrecy rate region is given by

(Ro, 1) :
Ry >0, Ry > 0;
| s s (1) s 1)
o < Tiealos (14 555) + Tieablos (14 257)

(37)

wherep is the power allocation vector, which consists (af;, b;, p2 ;) for j € A and (a;,0,pz ;) for j € A as
components, and the sBtincludes all power allocation vectgrthat satisfy the power constraint (22). We observe
that the synchronous transmission mode significantly as®e the raté?, of the common message since coherent
combining detection can be employed at the destination.

Next, we consider the Rayleigh-fading CMAC-CM, whérg ho, andg; are zero-mean proper complex Gaussian
random variables. Henci|?, |h2|? and|g; | are exponentially distributed with means, oo andos. We assume
that the power constraints of users 1 and 2 Bre= P, = 10 dB, and the noise variances at the receivers of
the destination and of user 2 ave= i = 2. In Fig. 4, we plot the boundaries of the secrecy capacityoreg
corresponding ter; = 0.5, 1, 2 and fixedoy = o3 = 1. It can been seen that as increases, both the secrecy
rate R; of the confidential messadgé’; and the rateR, of the common messadé, improve. This is because
largero; implies a better channel from user 1 to the destination. th &j we plot the boundaries of the secrecy
capacity regions corresponding @@ = 0.5, 1, 2 and fixedo; = o3 = 1. It can been seen that as increases,
only the rateR, of the common messadé, improves. In Fig. 6, we plot the boundaries of the secrecyciap
regions corresponding te; = 0.5, 1, 2 and fixedo; = 05 = 1. It can been seen that ag decreases, only the

rate R, of the confidential messadé&; improves.

V1. CONCLUSION

We have established the secrecy capacity region of thelgla@MAC-CM, in which it is seen that having
independent inputs to each subchannel is optimal. Fromrésislt, we have derived the secrecy capacity region
for the parallel Gaussian CMAC-CM and the ergodic secrepaciy region for the fading CMAC-CM. We have
illustrated that, when both users know the CSI, they can aycally adapt their transmission powers with the

channel realization to achieve the optimal performance.
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Fig. 4. Secrecy capacity regions for the example fading CM&@s (P, = P> = 10 dB, v = =2, andoz = 03 = 1).

APPENDIX
A. Proof of Theorem 1

Achievability: The achievability follows from [4, Corollary 3] by setting

">QL)>

X1 = X1,...,X1,1),

U= (U,....UL)
Xy = (Xo1,...,Xo1)
Y = (Yl, . ,YL), and Y2 = (Y271, e (38)

with @, U, X1, and X, having independent components. Furthermore, we choossothponents of these random
vectors to satisfy the condition

(a5, uj, 215, T2, Yj» Y2.5) = P(qj, 2,5)p(uilq;)p(x;|us)p(yy, y2.5]21,5, 22,5) forj=1,...,L (39)

15
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Fig. 5. Secrecy capacity regions for the example fading CM&@s (P, = P = 10dB, v = =2, ando, = 03 = 1).

Using the above definition, we have the following achievakligion

Ry >0, Ry > 0;
RE = U (Ro, R1) | Ry < Zle [1(Uj; Y1 X2,5,Qj) — 1(Uj; Y2 | Xa,5, Q)]
iy ™ Ro+ Ry < S0 [1(U), Xy, Q15 Yy) — 1053 Va1 Xa 5, @)
(40)
Note that

L(Uj; Y| Xa5,Q5) — I(Uyj; Yo 5| X j, Q)] + 1(Xaj, Q5 Y;) = I(Uy, Xaj,Q4;Y;) — I(Uj; Yo 5| Xo,5,Q5)  (41)

and hence, any rate pdiRy, R1) € CI’ must also satisfie§Ro, 1) € RL. This implies that the secrecy rate region
CLP} is achievable.

Converse: By Fano’s inequality [11, Chapter 2.11], we have
H (Wo, Wi|Y(; 1) < n(Ro, +Bi)e+1:=nd (42)
wherej — 0 if ¢ — 0. On the other hand, the information theoretic secrecy iesplhat

HW)) < H <W1|Y'27[17L},X§7[17L}, WO) + ne. (43)
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14 x

Fig. 6. Secrecy capacity regions for the example fading CM&@s (P, = P = 10dB, v = =2, ando, = 02 = 1).

Now, we consider the upper bound on the secrecy Rtas

nRy = H(W)
< H <W1‘Y2T,L[1,L]7 XZ[LL]’ W0> + ne (44)
< H (WAl X3j0,0p Wo) = H (WiIYE 1 X1, Wo ) + (e +9) (45)

=1 (Wl?Y[?,L]‘XS,[LL]?WO) —1 (W15Y27,L[1,L]’X2TL,[1,L}7WO) +n(e+9)

I
M=

[I (W1; Vi o Xo s W0> -1 (Wl; Yo ilYaljinp Xa oy WO)} +n(e+9) (46)
1

<.
Il

n

Z [I <W1§Yj,i’in_laY[rll,j—l}ﬂXg,[l,L}’ WO) -1 (Wl;Y27j,i‘Y2r,Lj7i+17Y27,L[j+1,L]7Xg,[1,L]7 WO)} + n(e+9)
—1 i—1

I
M=

<
Il

(47)

where (44) follows from the secrecy constraint (43), (49)ofes from Fano’s inequality (42), and (46) and (47)

follow from the chain rule of mutual information [11, Chap®5]. Let

Qji = <Yf—17 Yo Yagie Yooy Xop,op WO) : (48)
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We notice that this definition implies the Markov chain redaship
X27j77; — Qjﬂ‘ — Wl — X17j7i. (49)

Then, following from [2, Lemma 7], we have

L n
< Z Z [ (W13 Yl Xaji, Qi) — 1 (Wi; Y54l X2 4, Qi) + n(e +0). (50)
=1 i=1
We also can write
nRy = H(Wp)
< I(Wos Vi 1)) 4+ nd (51)
L n '
= I(Woi YyalY] LY yy) 4 nd (52)
j=1i=1

-

<
Il
—
-
Il
—

I(Wo, Y LY Yol Yoljnnp Xo o) i) +nd

I
i Mh

Z Q] Z>X2,j 17 ) —I—’I’L5 (53)

where (51) follows from Fano’s inequality (42), (52) folleirom the chain rule, and (53) follows from the definition
of Q;; in (48).

We introduce a time-sharing random variaBl§l1, Chapter 14.3] that is independent of all other randoriattes
in the model, and uniformly distributed ovét,...,n}. DefineQ; = (T,Q;,7), U; = (Q;,Wh), X1,; = X115,
Xoj = Xorj, Yo = Xogj, andY; = Yp; for j = 1,..., L. Note that(Q;, X1 ;, X2;,Y;, Y2 ;) satisfies the

following Markov chain relationship
Qj — Uj — (XLJ’,XQ’J‘) — (YV]‘,YVQJ), forj=1,... L. (54)
Using the above definition, (50) and (53) become

Ry [ (Uj; Yj]Xa5,Q5) — I (Uj; Y| X245, Q)] + (€ +6).

M=

.
Il
-

and Ry <> I(X2;,Q;;Y;)+6. (55)

M=

.
Il
-



B. Proof of Theorem 2

The achievability follows from Theorem 1 by setting

Uj = Xl,j for jeAd

and Qj =U; =Xy, for je A.

To show the converse, we first consider the upper boun&g@rBy using (3) in Theorem 1, we have

L
Ry <Y I(Q), X2;Y))

=1

= Q) X2 Y)) + > 1(Q), X253 )

JeEA jeA
< Z I(Qj, X245 Y;) + Z I(Xy,5, X2,4;Y))
JeEA jeA
where (57) follows from the Markov chain relationships
Qj = (X145, X2,5) = Y.

Now, we consider the upper bound é. By applying Theorem 1, we obtain

L
Ry <Y (U} Y] X5,Q;) — I(U; Yo 1 X5, Q;)]
j=1

= (U} Y] X2, Q) — I(Uj; Ya | Xa,5, Qi) + > _[I(Us; ;| X2, Q) — I(Uj; Ya 3| X2,5,Q;)]-

JEA jeA
For j € A, the subchannel satisfies
p(Yj, y2.i|T1.5, T2 5) = (Y21 4, 22.5)p(Y;lye,5, 2,5), for j € A

This implies that

(U5 Y| X245, Q) — I(Uy; Yo j| Xa,5, Q) < I(Uy; Y| X245, Qj, Y j)
< I(Q},Uj;Yj| Xa,5, Yo 5)

=0 forjecA
where the last equality of (61) follows from the Markov cha@tationship

(Qj, Uj) — (XL]',XQJ) — (YQJ,XQJ') — Y} fOI’j € fI

19

(56)

(57)

(58)

(59)

(60)

(61)

(62)
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On the other hand, fof € A, the subchannel satisfies

p(Yj y2,5171,5, 22,5) = P(Y;lT1,5, 22,5)P(Y2,5|y5, 2,5), for j € A (63)
Hence, we obtain

I(U}; Y} X235, Q;) — 1(Uj; Ya,51 X2 5, Q5) < I(Uj; Yj| X5, Qj, Ya,5)
< I(Uj, X1, Y| X2,5, Qj, Ya,5)
= 1(Xy1,5;Yj1 X2,5,Qj, Y2 5) (64)
= I(X1,;; Y, Y2,5|Xo5, Q) — 1(X1,55 Y2,5| X5, Q) (65)

= I(X1;Y)| X2, Q) — I(X15;Y2,4]X0;,Q;) forje A (66)
where (64) follows from the Markov chain relationship
(Q),Uj,Ya5) = (X1, X2,5) =Y (67)

(65) follows from the chain rule of mutual information, arg@b] follows from the conditional degradedness (63).
Now, substituting (61) and (66) into (59), we obtain the bidwm R; given in (7). This concludes the proof of the

converse.

C. Proof of Theorem 3

By the degraded, same-marginals argument (see [4]), we need to prove Theorem 3 only for therméladefined
by (11)-(12).

Achievability: The achievability follows by applying Theorem 2 and chogsihe input distribution as follows

Q; = constant X, ; ~ N (0,p2,;),

X1 ~N(0,(1 —aj)p1;), X1, is independent of; ;
QjP1,j

2,5

and Xl,j = XQJ' + Xij. (68)

Moreover, by the facty; = 1 for j € A, we obtain the secrecy rate regidbG] is achievable.

Converse: Here, we derive a tight upper bound on the achievable waigéten rate
Ro+m

using Theorem 2 as the starting point. Since a capacity megi@always convex (via a time-sharing argument),

an exact characterization of all the achievable weighteah sates for all nonnegative; provides an exact
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characterization of the entire secrecy capacity region.TBgorem 2, any achievable rate p&R,, R;) must
satisfy:

Ro+mR1 <Y [1(Q), Xo5Yy) + (X1 V)| Xa 5, Q) — MI(X1 5 Ya | X, Q)]
jeA

+ZI(X1J,X2,J‘;Y‘)-

(69)
jeA

For the subchanngl ¢ A, we are concerned only with the term

I(X1,5, X2 Y5). (70)

The maximum-entropy theorem [11] implies that (70) is maxed whenX; ; and X5 ; are jointly Gaussian with

variancep; ; andp ; repetitively, and are aligned, i.eX ; = \/p1 j/p2,; X2 ;. Hence, we have

1 . + . + 2 N N _
I(X15, X253 Y5) < 5 log <1 4 P TP - plm”) for j € A. (71)
J

For the subchanngl € A, we focus on the term

1(Qj, X2,4;Y)) + 1l (X15; Y[ Xaj, Qf) — (X155 Y2,;1Xa 5, Q)

Based on the channel model defined in (11)-(12), we have

I(Qj, X2, Y;) + l(X1,;; Y5 X025, Q5) — (X1 Ye,;1X05,Q5)

= h(Y)) + (31 — DIV X5, Q) — 11h(Ya| X2, Q)) + 2 log &

72
5 o8] (72)
Now, we consider the following two cases.
Case 1. 1 < 1. In this case, note that
1
(Y| Xz, Q) 2 M(Yj|X15, Xa,5, Qj) = 5 log 2mev;
1
h(Yj1 Xz, Q) 2 h(Y2,11X1,5, X2, Q) = 5 log 2mep;
1
and h(Y;) < B log (pl,j +p2j +2/p1,P2,; + l/j) . (73)
Hence, we have
1(Qj, X2,5:Y)) + I(Xa;; Y| Xo5, Q)) — (X135 Y251 X2, Q)
< 5 log <1 4 PLi T P2y pl’]m”) for j € Aandy; < 1. (74)
Vj

This result implies that when the weight of the confidentessage rate is less than the weight of the common-
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message rate, the optimum solution is to allocate all pesgibwer to transmit the common message.
Case 2: v, > 1. Without loss of generality, we assume that the conditimuafariance ofX; ; given (X» ;,Q;) is

given by
cov(X1,j| X2, Qj) = pjp1,j (75)

where0 < p; < 1. By applying the extremal inequality [12, Theorem 8], we dav

(11— Dh(Y;| X2, Q;) — 1h(Ya,| Xa, Q) < 2

! log 2 (piprj +v5) — % log 2me (pjp1; + 45) - (76)
Moreover, for a giverp;,

h(Y;) < %log (pl,j + p2,j +2¢/(1 = pj)p1,;p2,; + Vj) : (77)
Substituting (76) and (77) into (72), we obtain

I(Qj, X2,5;Y)) + 1l (X1,5; Y[ Xaj, Q5) — mI(X15; Y25 X2, Q)

1 4 pai +24/(1 — pi)p1ipa i
vj

-1
—l—le log2me | 1+ PiPLi) 1L log2me | 1 + —= PiPLj
2 vj 2 I

[ 1—a ; 1 — s _
2 9 4]

0<a,; <1 L Vi
1 o . N[ - :
4= 1og <1 n jP1,j T P2, iP1,jP2,;
2 (1= ay)p1y +v;

ﬂ for j € A andvy; > 1. (78)

Finally, combining (71), (74) and (78), we complete the case proof.

D. Proof of Theorem 4

We need fine the optimal* € P that maximizes
Ry + 7B (79)

where~; > 0. The Lagrangian is given by

L= E log a] b2,; 4iP2,j + n log 1+ b_f _n log [ 1+ b_J
bj + vj 2 Vj 2 1%

JeA

1 aj + paj + 2,/@P2;
+Zglog(”” D) < S+ T —Azzm 0

jeA J JjeA jEA

where\; and \, are Largrange multiplier.
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Forj € A, (a§,p§7j) needs to maximize the following;,

1 aj + p2j + 2\/a;p2;
L; = 3 log <1 + 2 ! o ’ ]> — A1a; — A2pa ;. (81)
j

Taking derivative of the Lagrangian in (81) ovef andp; ;, the KKT conditions can be written as follows:

1 015(az,p2;)

=
22 /@, !
1 Oy :(as Do s
and 19(@:P2) _ 5 (82)
2In2 VP2,j
where
a; + /P2

0150, o) = ——Y I VP2 (83)

Vi aj +paj+2,/ap2;
This implies that the pai(a;,p;j) that optimizesC; must satisfy
ps; = (%)2%*-. (84)
Let us define
B=X/A2. (85)
On substituting (84) into (81), we obtain that

M} — Ma;(1+ B)
Vj

a;(1+5)?
= / t1,j(s)ds (86)
0

1

where

1 1 A
2In2) (vj+s) 1+8

tl,j(S) = ( (87)

We defines; ; to be the root of the equatian ;(s) =0, i.e.,

Lo 1+8
Y ox n2 Y
AL+ Ao

_ . 88
M2 (88)
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Hence, we obtain, foj € A,

1

G- T pEe)
ey igw @1;; =h ”f'>+ (89)
and
p;,j = 52@
N (M ->l\-%>\2)2 (2:\\1;1)\1122 - Vj>+' (90)

Forj € A, (a;,bj,pg,j) needs to maximize the following;:

1 aj +p2j +2,/a;p2; ol b ol b;
= “log (1 Pog (142 ) — Diog (14 22 ) — A(a; +b;) — Aopos. (91
L; 5 0g< + Ty + 5 log +Vj 5 log +Nj 1(aj +b;) — Aapa2j. (91)

Taking derivative of the Lagrangian in (91) ovey andp; ;, the KKT conditions can be written as follows:

1 03 ;(a;,b5,p2,)

2In2 NG =
and 2,4(a;,05,p25) — (92)
2In2 \/P2.;
where
aj + \/P2,j
02,5(a;,b;,p2j) = Ve - ©9)

vj+aj +bj+paj+2,/ap2;

This implies that the paifaj}, p; ;) that optimizesC; must satisfy
* )\ ? *
On substituting (94) into (91), we obtain that

1 o;(L+B)°] m b\ _m bi , .
E]—glog[l+w —I—?log 1+7/_j —?log 1+,U_j —/\1[(13(1-1—5)-1—1)3]

bj+a;(14+6)? b,
:/ tu(s)dw/ to,;(s) ds
b 0

J

= /00 (max{ty j(s),t2,;(s)}) " ds (99)
0

wheret; ;(s) is defined in (87) and

mn 1 1
tai(s) = — — A1 96
24(5) 21n2 <Vj+$ Mj+$> ! (%6)




25

Next, we will derive(a}, b}, p3 ;) that achieves the upper bound 6pin (95). We consider the point of intersection

betweent; ;(s) andt, ;(s). By using the definitions of; ;(s) in (87) andt, ;(s) in (96), the point of intersection

must satisfy
1 1 1 1
S - Y (97)

2In2v;4+s 1+ 2In2\vj+s pj+s
ie.,

82+(,uj+l/j—|——>s—|—[,ujuj—%('u] ) 'uj] =0 (98)

w w

where

w=(2\ In 2)%

A

=(2In2 .
( . ))\1+)\2

(99)

In the following, we consider two cases based on the relshignbetweenv and (vi (1; — v5) — )/ (pv5).
1) w> W In this case, (98) implies that the point of intersectiona®nt; ;(s) andts ;(s) is either

zero or negative. Moreover, it is easy to see, §or 0,

(v 4 8) (1 + s)w — [y (pj — v5) — (uj + 5)]

() o () — .
t1,(s) —t2,5(s) 2, + )5+ 5) >0 (100)
Hence, the upper bound afy in (95) is achieved by? =0,
. 1
= ap )
_ A3 A1+ A2 +
(A )2 <2)\1>\2 mz (101)
and
p;,j = 52@
A% /\1 + /\2 +
ENOYEE <2A1>\2 n2 ”ﬂ) (102)

wheres; ; is defined in (88).

2) w< W In this case, (98) implies that, far> 0, ¢; ;(s) andts ;(s) intersect only once at

1 1y 1 1) ipy —v5) — 1y
¢i=—g\mtvito |t \mtvit o) —4 iy - : (103)

w
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Moreover, it is easy to see that;(0) < t» ;(0). Hence, we have

t1j(s) < tay(s)  for 0<s<g;

and  ty;(s) >t (s)  for s> ¢;. (104)

Let s, ; denote the largest root @t ;(s) =0, i.e.,

1 27
525 = 5 [\/(uj —vj) <uj vt m) = (uj +1v5)

The optimal(a7, b7, p3 ;) depends on the values;(0), s1,; and¢;, and falls into the following three possibilities.

(105)

(2.8) If t2;(0) < 0, then botht; ;(s) andty ;(s) are negative fos > 0 (since botht; ;(s) andty ;(s) are decreasing
functions fors > 0). Then, the upper bound ofy; in (95) is achieved by} = 0, a; = 0 andp; ; = 0.

(2.b) If t2;(0) > 0 and sy ; < ¢;, then the upper bound of; in (95) is achieved by} = s;;, aj = 0 and

pg,j = 0.
(2.) If t2;(0) > 0 andsy ; > ¢;, then the upper bound of); in (95) is achieved by; = ¢;,

x 1 " 5
aj; = 1+ 37 (81,j - ¢j) and D2 = 7(1 T B)2 (Sl,j - ¢j)' (106)
Combing the cases (2.a), (2.b) and (2.c), we obtain
* /\% . AT
aj = O+ Ao)? (s1,5 — &5)
bY = (min [¢;, s2,4])"
and U (515 — ;)" (107)
P2i = O a2 )

Finally, the Lagrange parameteks > 0 and A\» > 0 are chosen to satisfy the power constraint (22).
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